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Ed u c at i o n  — T e x t b o o k

The BMS Cyber-Sales Field Manual
Reading, translating and defending the cybersecurity section of a tender

A working reference for the Mitsubishi Electric BMS Sales & Tender Team
Practical Cyber × Apexagen · companion to the 2-Day Training

§ How to use this manual

This is the book that goes home with you. The two days in the room build the skill — the live drills, the pitch-off, the argument over a
clause with your table. This manual holds the knowledge, so that six months from now, when a real cyber section lands on your desk and
the trainer isn’t standing next to you, everything you need is in one place.

It is built to be read two ways. Cover to cover, if you like the running start before the class. Or straight to the one section that matches
the tender in front of you — every section is self-contained and titled plainly, so you can find “the Purdue model” or “the precision
guardrail” and read only that. The manual runs in the same order as the two days and uses the same numbering as the slides: slide 1.2 in
the room is section 1.2 here. When a topic lands in the room, you know exactly where its full write-up lives.

Each section does the same thing in the same shape. It frames why the topic exists, teaches it one layer deeper than the slide could —
defining every term on the spot, with a real building example and the mechanism underneath — and closes with a short “Why this
matters to you” box that puts the point back in a salesperson’s hands: what it lets you say, and the trap it keeps you out of.

A note on the worked examples. Throughout the manual you will meet clauses from “Section 42.” That is not a made-up example. It is
the actual cybersecurity section — seventeen subsections of it — from a real, recently-awarded Singapore rail-sector CII tender that
a contractor is delivering compliance on right now. The names are removed (the authority, the contract number, the line) so you can
study it freely, but every clause is real. There is no better picture of the world you now sell into.

§ The one idea — you don’t fix the firewall, you translate it

Most of your competitors are quietly afraid of the document at the centre of this course. It is a real, recently-awarded Singapore rail-
sector tender, and Section 42 of that spec is seventeen subsections of pure cybersecurity — everything from password length to
cryptographic key management, sitting inside a tender for a building-services package. The common reaction to a section like that is to
duck: hand it to the IT department, or to a security subcontractor, and hope the jargon goes away if you avoid its eye. It does not. It is
growing. It is showing up in more tenders every year, and it is where the sharpest clients now decide who they trust.

Here is the reframe the whole manual turns on. The cyber section is not a technical hurdle for the engineers to clear — it is the
place the deal is won or lost, and it is won on trust. When a building owner or a government authority puts seventeen subsections of
cyber into a cooling or ventilation tender, they are not shopping for a firewall expert. They are testing whether you understand that a
hacked building is not a data problem, it is a life-safety problem. They are looking for a translator. That is the role this manual builds.

The mistake to unlearn first is what we will call the misclassification trap. For decades the industry has filed building-management
systems under “facilities” or “mechanical” — chillers, dampers, pumps, a world of grease and steel. The moment you put a controller
on a network, that filing is wrong. It is now an IT asset with physical consequences, and it inherits every risk a computer carries, plus
one the computer never had: it can move air, water, fire and people. A salesperson who still hears “the IT paragraph” when they read
Section 42 is answering a question the client did not ask.

So the identity to step into is the Translator — the person who can take a wall of acronyms, render it in the language of a building’s
safety and uptime, and defend every line of it to an owner and to that owner’s cyber auditor. Not a security engineer; you will not
become one in two days, and you do not need to. A translator uses the technical term and defines it on the spot — that single move,
made over and over, is what turns fear of the jargon into authority in the room. Everything that follows is that move, applied to the parts
of a tender that matter.
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Why this matters to you. The untrained salesperson reads a cyber section and reaches for someone else to answer it — and in
doing so tells the client “this isn’t my world.” The client hears it. The trained one holds the same section up and says, in effect, I
can read this, I can tell you what it protects in your building, and I can show you where we stand on every line. That is the
difference between being screened out at the security review and being the partner who gets waved through it. This manual
exists to make you the second person.

Day 1 — The Context & The Code

§ Module 1 · The IT/OT Bridge

Why a hacked building is a business risk — and the architecture that makes it one.

1.1 · IT vs OT — same word “security”, different stakes

Ask an IT manager what a chiller and a laptop have in common and the honest answer is: quite a lot. Both have an IP address, both run
software, both need patching, both are “endpoints” on a network. That shared vocabulary is exactly the problem — because when the
laptop is attacked someone loses a spreadsheet, and when the chiller is attacked a data hall overheats, a hospital’s cold chain spoils, or a
tower full of tenants is sent home. Same word, “security”; utterly different stakes. This section names the two worlds so you never again
let a building be sold with laptop logic.

IT — Information Technology — is the world of data: email, files, databases, the systems that store and move information. Its job is to
protect what is known. When IT security fails, the damage is a leak, a theft, a breach of records — serious, but almost always
recoverable and reversible in the physical sense: the building itself keeps standing, the lifts keep running, nobody is in danger because a
spreadsheet escaped.

OT — Operational Technology — is the world of physical processes: the hardware and software that senses and controls real-world
equipment. In a building that means the DDC controllers (direct digital controllers — the small computers that actually drive a fan, a
valve, a damper), the JACEs and supervisory controllers, the sensors, the actuators, and the head-end software an operator watches.
When OT fails, something in the physical world stops behaving. A setpoint moves, a pump won’t start, a smoke-control fan sits still
when it should spin. You cannot restore that from a backup in the way you restore a file, because the failure is happening in steel and air
and water, in real time.

The gap between those two worlds is the whole of Module 1, and most of your competitors fall straight into it. The first time a team
tries to sell a BMS in IT’s “protect the data first” language, a facilities manager stops listening — because the manager does not care
whether a stranger can read the lobby temperature. They care whether a stranger can change it, and whether the building keeps running
while they find out. The salesperson who leads with data encryption to a plant manager has told the room they are in the wrong world.

You are standing on the bridge between the two, and that is a strong place to stand — as long as you know which side each requirement
belongs to. A password rule and a data-leak worry live on the IT side; an air-gap, a setpoint alert, a “must not degrade availability”
clause live on the OT side. Reading a tender well starts with sorting its lines onto the right bank of that bridge.

To sort them, though, you first need the reference frame the IT world actually uses — the thing OT will end up inverting. That frame has
a name, and it is the next section.

Why this matters to you. The IT-versus-OT distinction is the sentence that establishes you as OT-aware in the first two minutes
of a meeting: “In your building, a security control that crashes a controller is as bad as the hack it was meant to stop.” Say that
and the plant manager leans in — because you have just proven you know their world runs on uptime and safety, not on secrecy.
It is the cheapest credibility you will ever buy, and it costs one well-placed sentence.

1.2 · The CIA triad — what “security” means before we change it

Before you can explain why a building’s security priorities are different, you have to be able to say what they differ from. The reference
point is the CIA triad — the three properties that all of information security exists to protect. Learn it precisely, because every control
you will ever meet in a tender is, underneath, defending one of these three.
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Confidentiality is secrecy: the assurance that information can be read only by those authorised to read it. In an office, confidentiality
stops a stranger seeing the payroll file; in a building, it stops an outsider pulling the tenant list, the CCTV archive, or the access-control
logs. It is served by the familiar controls — encryption, access control, authentication.

Integrity is trustworthiness: the assurance that information — and, crucially in a building, commands — have not been altered, by
accident or by an attacker. Integrity is what lets you believe the temperature the screen reports, and lets a controller believe the setpoint
it was sent. When integrity fails you are not looking at a leak, you are looking at a lie — a screen that reports “normal” while a chiller
runs itself to destruction (this is precisely what Stuxnet did). It is protected by change-monitoring, hashing, and configuration baselines.

Availability is access: the assurance that a system is up and responding when needed. For an email server, minutes of downtime is an
inconvenience. For a hospital’s cooling-plant controller, availability is the mission — the moment it stops responding, the physical
process it was holding steady begins to drift. It is protected by redundancy and backups, and — importantly for OT — by not applying
heavy-handed IT security that knocks a fragile controller offline.

Enterprise IT ranks these Confidentiality → Integrity → Availability, and the order is not arbitrary. For a bank or a records system the
worst outcome is exposure of sensitive data — a leak of a million records is a headline, a regulatory event and a lawsuit, while a five-
minute outage is forgotten by lunchtime. So IT builds its instincts around secrecy first: patch aggressively, lock data down, treat brief
downtime as an acceptable price.

Hold that ordering clearly, because the most important idea in this module is that a building inverts it — and why it inverts, and why
“confidentiality first” becomes actively dangerous in a plant room, only makes sense once you see where these systems sit in the
building’s architecture. That is the next section.

Why this matters to you. When a tender opens with a cyber section, the untrained salesperson hears “IT stuff” and reaches for
IT language — passwords, data, breaches. The owner does not care whether a hacker can read the lobby temperature; they care
whether one can change it, and whether the system keeps running. Naming CIA correctly, then showing you know the order
flips, is the first move that makes you sound like someone who understands their building.

1.3 · The Purdue model — how a building network is actually built

Every “why” in this module — why availability wins, why you cannot simply patch a controller, why segmentation is the answer and
not a stronger password — traces back to a single picture almost nobody in a sales meeting can draw: how a building’s network is
actually built. That picture has a name. The Purdue model is the standard way of describing an industrial control network as a stack of
levels, from the physical machinery at the bottom to the corporate internet at the top. Learn it once and the rest of the course stops being
a list of opinions and becomes a map.

Read the stack from the ground up. Level 0 is the physical process itself — the fan, the chiller, the damper, the pump, the actual moving
equipment. Level 1 is basic control: the PLCs and DDC controllers that directly drive Level 0, opening a valve or starting a fan on a
fixed logic. Level 2 is supervisory control: the BMS head-end, the SCADA system, the HMI (human-machine interface) — the
screens an operator watches and the software that coordinates the controllers. Those three levels, L0 to L2, are the OT world; this is
where a keystroke becomes a physical event. Level 3 is site operations — historians, engineering workstations, the systems that manage
the plant as a whole. Then comes the most important boundary in the whole diagram: Level 3.5, the IT/OT DMZ — a demilitarised
zone, a controlled buffer that is meant to be the only path between the plant and the office. Above it, Levels 4 and 5 are enterprise IT:
email, the internet, the corporate systems that have nothing to do with driving a fan.

The single most valuable thing this diagram tells a salesperson is distance. The fire panel and the chiller controller live at Level 1. The
tenant’s laptop and the guest Wi-Fi live at Level 4. Between them, by design, should sit the DMZ at 3.5 — a monitored gate, not an
open corridor. When a tender asks for segmentation, for a monitored IT/OT boundary, for “dedicated control network paths,” it is
asking you to build and defend that distance. When you hear a building described as a flat network — everything on one LAN, no
levels, no gate — the Purdue picture tells you instantly what is wrong: the lobby Wi-Fi can reach the fire panel in one hop. That is not a
theoretical worry. It is precisely the topology that let the Target attackers walk from an HVAC vendor’s connection all the way to the
payment tills.

The levels also explain why the CIA order had to invert, which is the debt this section pays back. Because the equipment that matters
most sits at L0–L2 and runs real-time physical processes, a moment of downtime or a single altered command is not an inconvenience
— it is a physical event you cannot undo. You cannot reboot a chiller in the middle of a heatwave to clear a fault. You cannot take a fire



Page 4 of 41BMS Cyber-Sales Field Manual · Day 1

panel offline for an hour during occupancy to install a patch. Availability and integrity therefore dominate, not because someone
preferred them, but because the architecture leaves no other choice.

Keep this diagram in your head as a shape, even if you never draw it for a client. Every control in Module 3, every pillar in Module 4,
and half of Section 42 is really a statement about which level it protects and which conduit it guards — and the reason those controls
take the form they do is the inversion we can now, finally, name properly.

Why this matters to you. You will rarely sketch Purdue on a whiteboard for a building owner — but carrying it in your head is
what lets you answer the question that separates translators from talkers: “how many hops from your lobby Wi-Fi to your fire
panel?” An owner who has never thought about it will go quiet, and in that silence you have shown, without a single acronym,
that you understand their building as a layered system with a soft centre worth protecting. That is the picture their auditor
already has; matching it is how you pass the review.

1.4 · SRP replaces CIA — derived from the architecture

Now the inversion earns itself. In a building we do not lead with Confidentiality; we lead with SRP — Safety, Reliability, Productivity
— and, unlike a slogan swapped in for a slogan, this order falls straight out of the Purdue picture from the last section. Once you can see
that the systems that matter live at Levels 0 to 2 driving real-time physical processes, the priority order is not a preference. It is forced.

Safety comes first because at Level 0 the process is physical and some of it is life-critical. Fire detection and suppression, smoke-
control and stairwell-pressurisation fans, lift-entrapment release, emergency power, car-park CO extraction — these are not data, they
are the difference between people getting out of a building and not. If an attacker can stop the smoke fans or hold the lift doors, the
worst case is not a fine, it is a funeral. Nothing in the IT triad ever carried that weight, which is why nothing in the IT triad sits where
Safety now does.

Reliability comes second because the same real-time processes have to keep running to keep their promise. The chillers cooling a data
hall or an operating theatre, the tenant-comfort obligations written into a lease, lift availability in a fifty-storey tower, the sheer uptime
of the BMS itself. A moment of downtime here is not the recoverable inconvenience it is in IT — you cannot restore a spoiled clean-
room batch or an over-temperature server rack from last night’s backup. Reliability is IT’s “Availability” promoted to the front rank and
given physical teeth.

Productivity comes third — not unimportant, but the layer you protect after the building is safe and running. This is energy efficiency,
predictive maintenance, and the asset’s green-mark rating and valuation. Tamper with a setpoint schedule and you are not risking a life
or an outage, you are bleeding money and carbon. It matters commercially, and in a market of carbon taxes and green certifications it
can even lead a conversation — but it never outranks a working fire matrix.

Notice what happened to Confidentiality. It did not vanish; it moved. Keeping the tenant list, the CCTV archive and the access logs
secret is real work — but in a building it serves Safety and Reliability rather than sitting above them. That is why leading a plant
manager with “data encryption” lands so badly: you have offered them your third priority as if it were their first. The gate question that
tells you SRP is even in play — “does this system control a physical process?” — and how to sequence a pitch through Safety to close
on Productivity, is the mechanics of the next section.

Why this matters to you. SRP is the single most useful sentence-shape you will carry out of Day 1: “A hacked building isn’t a
data problem — it’s a life-safety problem first, an uptime problem second, and a cost problem third.” It reorders the client’s own
instincts in front of them and puts every control you sell onto the axis they actually care about. Say “we protect your data” and
you sound like every IT vendor; say “we protect your building’s safety, then its uptime, then its running cost” and you sound
like the only person in the room who has understood what they own.

1.5 · The gate question & selling in SRP order

SRP tells you the priority order; this section tells you how to switch it on and how to walk a client up it. Two small disciplines — one
question you ask yourself, one sequence you speak in — turn the framework from a diagram into a way of selling.

The first is the gate question: “Does this system control a physical process?” Ask it of anything in the building, and the answer decides
whether SRP even applies. A tenant’s file server? No — that is ordinary IT, protect it with ordinary IT logic. The BMS, the fire panel,
the lift controller, the access-control system, the CCTV? Yes — every one of them senses or drives something in the physical world, so
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SRP is on and the safety-first order rules. For a building-management system the answer is always yes, which is why, for everything you
sell, you can assume SRP from the first minute. The gate question is how you keep from over-securing the harmless and under-securing
the critical — and how you spot, in a mixed tender, which clauses belong to the plant and which are just office hygiene.

The second discipline is the selling sequence, and it runs in SRP’s own order: lead with Safety, hold on Reliability, close on
Productivity. You open where the stakes are highest and the emotion is realest — the fire matrix, the smoke fans, the lift release —
because that is what makes an owner sit forward. You build through Reliability, because that is where the money and the reputation live
day to day: the chillers that must not drop, the lifts that must not queue, the SLA that must not breach. And you close on Productivity,
because that is where security stops being a cost and becomes a return — the same controls that protect the plant also protect its energy
bill, its maintenance budget, and its green-mark rating. Sell in that order and cyber stops sounding like an expense to be minimised and
starts sounding like resilience to be invested in.

The order matters because the reverse fails predictably. Open with Productivity — “we’ll optimise your energy setpoints” — and a plant
manager files you under facilities-tweaks and never grants you the gravity the safety story would have earned. Open with Safety and
you have their full attention for the reliability and cost arguments that follow. Same three facts, opposite outcomes, decided entirely by
sequence.

There is a worked version of this waiting in the real tender. Clause 42.1 demands that the contractor’s works “must not degrade
availability, performance, integrity or confidentiality” of the systems that run the building — SRP written into a contract, with Safety
and Reliability sitting inside that word availability. When you answer 42.1, you are not ticking a governance box; you are promising
that your security will never itself become the thing that stops the plant. That promise is the gate question and the selling sequence,
made contractual.

Why this matters to you. The gate question is your filter and the SRP sequence is your script. Together they stop the two most
common own-goals: securing the trivial while the critical goes bare, and pitching cost-savings to someone whose first fear is a
stalled smoke fan. Walk in, silently ask “does this control a physical process?”, and if the answer is yes — as it always is for a
BMS — start your sentence at Safety. You will be leading the client up the exact ladder their own risk register is built on.

1.6 · The building’s Crown Jewels

Every security conversation eventually asks the same question: what are we actually protecting? Get the answer wrong and you spend
the client’s money hardening things that do not matter while the real prize sits exposed. In IT the answer is the data — the card
numbers, the health records, the secrets. In a building the answer is different, and naming it correctly is one of the fastest ways to prove
you think like an operator and not like an IT vendor. We call it the building’s Crown Jewels.

The Crown Jewels of a building are the physical processes and the systems that command them — not the information, the control.
Walk them in the order an operator fears losing them. Fire and life-safety systems — detection, suppression, smoke control, stairwell
pressurisation, lift-entrapment release — are the crown itself; lose command of these and lives are directly at risk. The head-end — the
BMS supervisory server at Purdue Level 2 — is the brain; whoever holds it can see and touch everything below it. The field controllers
— the DDCs and PLCs at Level 1 that actually drive the plant — are the hands. The lift controllers, the access-control and CCTV
systems, and the power and electrical distribution are each a crown jewel in their own right, because each one commands a physical
process a tenant’s safety or a business’s continuity depends on. And then there is the one people forget: the remote-access layer — the
VPN, the vendor portal, the maintenance connection — which is a crown jewel not because it runs a process, but because it is the key
ring that can reach all the others.

Two ideas make this list useful rather than just impressive. The first is that the Crown Jewels are command, not data — the thing worth
stealing is not the temperature reading, it is the ability to set it. That is why the owner who “doesn’t care if a hacker sees the lobby
temperature” cares enormously if a hacker can change the fire sequence: you are protecting the crown, not the paperwork about the
crown. The second is that the remote-access layer sits quietly at the top of the risk order despite running no process of its own —
because control of the key ring is control of everything the keys open. This is why the same attack path shows up again and again in the
incident record: the intruder rarely breaks the fire panel directly; they steal the remote key that reaches it. Target’s attackers came in
through a refrigeration vendor’s remote credential; Oldsmar’s came through a remote-support session left watching an operator’s screen.

Naming the Crown Jewels also gives a tender its spine. When you sort Section 42 in Module 4, you will find that almost every clause is
defending one of these jewels — 42.7’s air-gap protects the field controllers, 42.5’s two-factor protects the key ring, 42.14’s monitoring
watches the head-end. The clauses are the moat; the Crown Jewels are what the moat is around.
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There is a question hiding in this list that a sharp owner will ask and that leads straight to the next section: if all of this is digital, what
happens when the digital brain goes dark? Hold that thought — degraded-mode operation is where it gets answered.

Why this matters to you. “What are your building’s Crown Jewels?” is a question you can walk into any meeting and ask, and
it does two things at once: it reframes the conversation from data to physical command — the owner’s real fear — and it lets
you show that you rank a fire matrix above a temperature log the way they do. When you then map your proposal onto those
jewels (“here’s how we protect the head-end, the controllers, and the remote-access key ring”), you are no longer selling generic
security; you are protecting the specific things this owner would lie awake over. That is the difference between a quote and a
partnership.

1.7 · Degraded-mode — can the building run without the BMS?

There is a fear underneath every building-cyber conversation that clients rarely say out loud: if you digitise and secure all of this, and
then it breaks or gets attacked, does my building stop? It is a fair fear, and the untrained salesperson either ignores it or waves it away.
The translator names it and answers it — with one of the most reassuring concepts in the whole course. It is called degraded-mode
operation, and understanding it turns a client’s biggest objection into one of your strongest sales lines.

Degraded-mode operation is the building’s ability to keep running its essential physical processes when the digital system — the BMS
— is unavailable. It rests on a piece of design most people never notice: the critical systems in a well-built building are engineered to
fail safe and to allow manual operation. A fire-alarm panel does not need the BMS to detect smoke and trip the sprinklers — it is a
standalone life-safety system with its own logic, and the BMS merely watches it. A chiller has its own local controls and can be run
from the plant room by hand. A lift has its own controller and safety circuits independent of the building network. The BMS makes all
of this convenient and optimised — one pane of glass, automatic schedules, energy tuning — but the life-safety floor beneath it is
designed to hold even if that pane of glass goes black.

This matters mechanically because it changes what a cyber incident actually costs. If an attacker takes down the head-end, a building
with sound degraded-mode design does not become unsafe — it becomes manual. Operators walk the plant, run the critical equipment
from local panels, and keep the essential processes alive while the digital layer is restored from backup. The incident becomes a
recovery, not a catastrophe. That is the whole reason the industry can put availability and safety at the top of SRP without living in
terror of every glitch: the physical fallback is the safety net under the digital tightrope. It is also why the tender in Module 7 treats
backups and recovery (Section 42.15) as first-class requirements — degraded-mode is only a comfort if you can actually get the brain
back.

There is honesty required here, and honesty is the point. Degraded-mode is a design property, not a magic word — a building where
everything was cabled through the BMS with no local fallback does not have it, and promising it where it doesn’t exist is exactly the
kind of overclaim that ends a relationship. So the translator’s move is to ask: what falls back to manual, what doesn’t, and where are the
gaps we should close? That question alone tells an owner you understand their building as a resilient physical system, not a fragile
computer.

With Module 1 complete you now hold the architectural spine of the whole course — IT versus OT, the CIA triad, the Purdue levels,
SRP derived from them, the Crown Jewels, and the manual fallback beneath. Everything in Modules 2 through 4 leans on this. The next
module takes the spine into the commercial world: who is governed, why their obligations land on you, and how to sell into that without
fear.

Why this matters to you. Degraded-mode is the answer to the objection that sinks unprepared vendors: “aren’t you just adding
a computer that can fail?” You can say, honestly and specifically, “your fire panel, your chillers and your lifts all keep running
from local controls if the BMS ever goes dark — we design so an attack is a recovery, not a shutdown.” That single reassurance
converts security from a risk you are introducing into a resilience you are adding — and it is the note to end a safety
conversation on, because it lets the owner say yes without feeling they have made their building more fragile.

Further reading

IEC 62443: defining zones and conduits (ISA) — how the OT security standard carves a control network into zones and the
conduits that connect them.

https://gca.isa.org/blog/how-to-define-zones-and-conduits
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ISA/IEC 62443 concepts (Dragos) — a practitioner’s tour of the standard that formalises the Purdue-style architecture behind this
module.

§ Module 2 · Selling into Governed Clients — CCoP

The clients that matter most to you are governed — so the salesperson who can already speak the code wins the security review instead
of being disqualified at it.

2.1 · CCoP & CII — what they are, and the 30-second check

The moment a client mentions “CCoP” or “the Cybersecurity Act,” you can watch an untrained salesperson’s face close. They hear a
legal threat and reach for the compliance department. Here is the reframe that flips that fear into an advantage: the clients with the
biggest budgets and the most critical buildings — hospitals, transport hubs, government, utilities, data centres — are exactly the ones
governed by these rules. Being fluent in the code is not a burden the client imposes on you; it is the thing that lets you win their security
review instead of being screened out at it. This section gives you the two terms and the fast check to know when they are in play.

CII — Critical Information Infrastructure — is the designation at the centre of it. Under Singapore’s Cybersecurity Act (2018,
amended 2024), the CSA — the Cyber Security Agency of Singapore — designates specific systems in the essential-services sectors
(energy, water, banking and finance, healthcare, transport across land, sea and air, infocomm, media, government, and the security and
emergency services) as CII. A designated operator carries real, ongoing obligations: report incidents, submit to audits, conduct risk
assessments. CII is not “important systems” in a loose sense — it is a formal legal status with duties attached.

CCoP — the Cybersecurity Code of Practice — is the rulebook those designated operators must follow. Issued by CSA under the Act,
it sets the mandatory security bar for CII. When a tender says “comply with CCoP,” it is invoking that code — a structured set of
requirements, not a vibe. (What it actually asks for is the next section; here the point is just to recognise the name and know it is real,
national, and enforceable.)

The practical skill is the 30-second check: is this client governed? You do not need a lawyer to make a first call — you need to know
the tells. On the client side, the likely-CII list is short and memorable: hospitals, government buildings, transport hubs (rail, air, sea),
utilities, data centres serving essential services, and banks’ critical sites. In the tender document, the tells are just as clear — a pass/fail
cybersecurity section (the single biggest signal), the words segmentation, MFA, remote-access control, asset inventory, incident
reporting, hardening, audit, a vendor security questionnaire, or explicit references to CSA, the Act, CCoP, or IEC 62443. See two or
three of those and you are almost certainly selling into a governed client, or into their supply chain.

One precision to bank now, because it becomes a whole section later: a client being governed does not always mean your contract is
legally mandated. Often the obligation reaches you sideways, through the contract, from a governed end-client above you. Knowing the
difference between “bound by law” and “bound by the contract” is what keeps you from the overclaim that ends deals — but that is
section 2.6’s job. First, what the code actually contains.

Why this matters to you. The 30-second check is a live meeting tool. A prospect slides a tender across the table; while they are
still talking, you are scanning for the pass/fail cyber section and the CSA references, and within half a minute you know whether
you are in governed territory. That lets you set the right frame from your first sentence — “I can see this carries CII-grade
cyber requirements; let me show you where we stand on them” — instead of being ambushed by the security section three weeks
into the bid. Recognising the game early is most of winning it.

2.2 · What CCoP actually asks for

Salespeople fear CCoP partly because it is a closed box — a mandatory code nobody has shown them the inside of, so it looms larger
than it should. Open the box and the fear shrinks, because what is inside is structured and recognisable: the same handful of security
ideas you will meet all through this course, arranged as a lifecycle. You do not need to recite the code. You need to know its shape well
enough to know what a governed client is actually being held to — and therefore what they will push onto you.

The spine of CCoP is a lifecycle, and it runs in the order any mature security programme runs: Govern → Identify → Protect →
Detect → Respond → Recover. Govern is the accountability layer — someone owns security, with policies and risk ownership.
Identify is knowing what you have — the asset inventory, the risk assessment (you cannot protect what you cannot see, which is why
this comes early). Protect is the controls themselves — access control, network segmentation, hardening. Detect is monitoring and
logging — watching for the incident. Respond is having an incident-management process, including reporting within stipulated

https://www.dragos.com/blog/isa-iec-62443-concepts
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timelines, which for CII is a legal duty, not a courtesy. Recover is restoring service — backups, tested recovery. Hung off that lifecycle
are the control families you will keep meeting: access control, network segmentation, monitoring and logging, incident reporting, audit,
and risk assessment.

Two features of that shape matter commercially. The first is that CCoP is outcome-and-evidence driven — a governed operator cannot
merely assert it is secure, it must be able to show the risk assessment, the segmentation design, the logs, the incident reports, the audit
results. That evidence burden flows straight to you: when a tender inherits CCoP, it inherits the demand for artefacts, not adjectives. The
second is that the lifecycle is deliberately complete — it does not stop at “protect,” it insists on detect, respond and recover, because the
code assumes a breach will eventually happen and asks whether you can see it, contain it, and come back. That assumption is why
availability, monitoring and recovery sit so heavily in the tenders you will read.

You will meet this shape in its most concentrated form in the real tender. Clause 42.2 requires compliance with “CCoP for CII,” a CCoP
gap assessment before handover, hardening to recognised benchmarks proven with tool-generated reports, and — the honest touch —
an independent consultant to risk-assess and propose alternatives where a requirement cannot be met. Read against the lifecycle, 42.2 is
Govern (comply with the code and the client’s methodology), Identify (gap assessment, risk assessment of every interface), and the
evidence burden made explicit (prove the hardening, present it to the client’s Cybersecurity Committee). One clause, the whole shape.

A guardrail on your own accuracy: do not quote a precise CCoP edition as current or a precise count of CII sectors in anything a client
sees — the code is revised, and the exact numbers are the kind of detail a sharp buyer will check. Say “the current CCoP edition” and
“the essential-services sectors.” Precision about what you do know, and honesty about what you would verify, is the posture the whole
manual is built on.

The code points repeatedly at one particular international standard for the OT side — IEC 62443 — and treats it as the technical
backbone for control-system security. That standard is worth understanding in its own right, because it is where the Purdue picture from
Module 1 becomes a formal, contractual language. It is the next section.

Why this matters to you. Knowing the Govern-to-Recover shape lets you do something most competitors cannot: place any
single clause inside the whole. When a client raises “incident reporting,” you can say “that’s the Respond stage — and for a CII
operator it comes with statutory timelines, so we build the reporting path in from day one, not as an afterthought.” You are
showing that you see their obligation as a coherent programme, not a checklist — which is precisely how their auditor sees it,
and precisely the fluency that moves you from vendor to partner.

2.3 · IEC 62443 — zones, conduits, security levels

When a tender says “align to IEC 62443,” most bidders nod and move on, hoping nobody asks what it means. The translator does the
opposite — because IEC 62443 is not obscure once you have Module 1. It is the international standard for the cybersecurity of
industrial and building control systems, and its core idea is exactly the Purdue picture from section 1.3, formalised into a language you
can design and bid against. Learn its two nouns and its one scale and you can hold this conversation with any engineer in the room.

The two nouns are zones and conduits. A zone is a grouping of assets that share the same security requirements — for a building, the
life-safety systems are one zone, the general BMS controls another, the CCTV another, the corporate IT another. A conduit is a
controlled communication path between zones — the connection, and the rules on it, that decide what traffic may cross and what may
not. The whole method is a single instruction: put your assets into zones by risk, and control every conduit between them. Say that out
loud against the Purdue diagram and you can see they are the same idea — the levels are zones, the gate at Level 3.5 is a conduit. IEC
62443 simply gives you the vocabulary to specify it in a contract: “the fire-safety zone connects to the BMS zone only through a
monitored conduit that permits these protocols and no others.”

The one scale is the Security Level, SL1 to SL4, and it answers the question “secure against whom?” SL1 is protection against casual
or coincidental trouble — the accidental, the unmotivated. SL2 raises the bar to a deliberate attacker using simple means and low
resources. SL3 assumes a skilled attacker with moderate resources and control-system-specific knowledge — someone who understands
OT and is trying. SL4 is the top rung: a determined, well-resourced adversary with deep control-system expertise, the nation-state-grade
threat. The point of the scale is proportion: you do not secure a car-park lighting zone to SL4, and you do not leave a hospital’s life-
safety zone at SL1. A good tender assigns target security levels to zones by consequence, and a good bidder can talk about which zone
deserves which level and why.

The reason this standard, and not a general IT framework, governs OT is the inversion you already understand. IEC 62443’s
foundational requirements are weighted toward availability and integrity — keeping the process running and its commands trustworthy
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— because it was written for exactly the real-time physical systems that sit at Purdue Levels 0 to 2. It is CIA-for-machines, with the
order already flipped. That is why a CII tender reaches for 62443 rather than an office-IT standard: the authors of the tender know that
securing a chiller is not the same problem as securing an email server, and 62443 is the standard that knows it too.

In the real tender, 42.1 names IEC 62443 (alongside CENELEC 50701, its rail-sector sibling) as the design basis, and 42.7 is a zone-
and-conduit clause in all but name — the control network air-gapped from the internet (the strongest possible conduit rule: no conduit
at all to the outside), firewalls between subsystems permitting only authorised protocols (conduit control between internal zones),
dedicated control paths not shared with anything else (zone separation). When you answer 42.7, you are specifying zones and conduits
whether the word appears or not.

Why this matters to you. “Zones and conduits” is the phrase that lets you meet a client’s technical evaluator as a peer. Instead
of “we’ll secure your network,” you can say “we’ll place your life-safety systems in their own zone and allow only a monitored,
protocol-restricted conduit to reach them — targeting the security level your risk assessment sets for that zone.” That sentence
tells an OT engineer you speak their standard, and it tells the owner you will not over-spend securing the trivial or under-spend
securing the critical. It is the single most credibility-dense piece of vocabulary in Day 1.

2.4 · The supply-chain cascade

Here is the fact that makes Module 2 matter to you, specifically, even when you are selling a humble ventilation package and have never
heard the word CII applied to your own company: the obligations of a governed client do not stay with the governed client. They flow
downhill, through the contract, onto everyone who builds or maintains a piece of the critical system. This is the supply-chain cascade,
and it is why a building-services contractor ends up answering seventeen subsections of national-grade cyber requirements.

The mechanism is straightforward once you see it. A designated CII operator — say a hospital or a rail authority — carries binding
duties under the Act: secure the system, report incidents, prove it under audit. But the operator does not build its own chillers or write its
own BMS; it contracts that out. If it simply handed the work to a contractor with no security requirements, it would have a hole in the
very system it is legally bound to protect — its obligation would be unmet the moment a vendor’s insecure controller was plugged in.
So the operator does the only thing it can: it pushes its obligations down into the contract. Vendor remote-access control, network
segmentation, asset inventory, incident reporting, hardening evidence — the operator’s CCoP duties become your contractual
deliverables. You inherit the requirement, whether or not your own company is named anywhere in the Act.

This is exactly what Section 42 is. The tender at the heart of this manual is a building-services package, and Section 42 is a CII
operator’s full obligation set, cascaded onto the building-systems contractor in seventeen subsections. Nothing in it designates the
contractor as CII; everything in it holds the contractor to CII-grade controls, because that is the only way the operator upstream can
honour its own designation. When you read 42.2’s demand to comply with “the client’s cyber risk-assessment methodology and
incident-management framework (issued after award),” you are reading the cascade in its purest form — the operator handing you its
internal rulebook and saying deliver to this.

Two consequences fall out of the cascade, and both are commercial. The first is that the requirements can feel disproportionate to the
contract — you are quoting for a ventilation job and being asked for a Cybersecurity Plan, a Risk Register and VAPT reports. That is not
the client being difficult; it is the cascade being honest. The bidder who understands why the burden is there answers it calmly; the one
who does not either panics or overclaims. The second consequence is opportunity: because the cascade disqualifies every competitor
who cannot meet it, the ability to answer it fluently is a moat. Most of the field is still treating the cyber section as someone else’s
paragraph. You are not.

The cascade rarely arrives in a single hop, though. In a real project there is usually a main contractor between the CII operator and you,
and understanding that chain — who owes what to whom — is how you pitch to the right fear at the right level. That is the worked
example in the next section.

Why this matters to you. The cascade reframes the whole cyber section from “unfair paperwork” to “the reason this deal is
defensible.” You can say to your own bid team, and to the client, “these requirements aren’t the client gold-plating — they’re a
CII operator’s legal duties flowing down to us, and meeting them cleanly is exactly why we’re a safe pair of hands.” It turns the
intimidating part of the tender into your qualification for it. Every clause you can answer is a competitor you have just left
behind at the security gate.
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2.5 · The cascade in three hops

The cascade is easiest to use when you can see the actual chain of who-owes-what, because a contract almost never runs straight from
the governed operator to you. It runs through links, and each link passes the obligation on — often adding a little of its own. Walk the
typical three hops and you will know, on any project, exactly where you sit, whose fear you are answering, and why the clause in front
of you exists.

Hop one: the CII operator. At the top is the designated operator — the hospital, the rail authority, the utility. Its fear is statutory: it is
legally bound under the Act to secure its critical system and can be audited and penalised. Its obligation is the original one; everything
downstream is an echo of it. When you eventually pitch, this is the fear that gives every requirement its weight — not “we’d prefer
security,” but “we are legally accountable for it.”

Hop two: the main contractor. The operator hands the project to a main contractor — the M&E lead, the systems integrator, the
principal builder. This contractor is not designated as CII, but it has signed a contract that makes it responsible for delivering the
operator’s security requirements across the whole job. Its fear is contractual and reputational: if any subsystem fails the security review,
the main contractor carries the blame to the operator and risks the relationship and the payment. So it does to its subcontractors exactly
what the operator did to it — it cascades the requirements down again, sometimes tightening them to protect itself.

Hop three: you, the building-services contractor. At the bottom of this chain sits your package — the BMS, the ventilation, the
cooling, whatever you supply. You are two steps removed from the Act and yet you are holding Section 42, because the obligation has
flowed through both links to reach you. Your fear — and your opportunity — is competitive: meet these requirements convincingly and
you are the subcontractor who makes the main contractor look safe to the operator; fumble them and you are the weak link everyone
above you is now worried about.

Seeing the three hops changes how you sell, because it tells you whose language to speak. To the main contractor you are pitching, your
job is to make them defensible to the operator — “here is the evidence pack you can hand upward.” Implicitly you are also answering
the operator’s statutory fear two levels up, so your postures should be worded to survive the operator’s audit, not just the main
contractor’s checklist. The bidder who can say “I know this requirement comes from the operator’s CCoP duty, flows through your
contract, and lands on my package — and here’s how I close it cleanly for both of you” is speaking to the whole chain at once. That is a
rare and valuable thing.

There is a discipline hiding in this that Module 7 will make operational: because the requirement traces back through named contracts to
a statutory duty, every posture you offer has to be defensible upward, not just plausible on the page. Hold that thought — it becomes the
Posture Ledger.

Why this matters to you. The three hops let you locate yourself on any project in one glance and pitch to the real anxiety.
Instead of answering a clause as an abstract demand, you answer it as “the operator’s legal duty, passed through the main
contractor, now mine to deliver” — which lets you reassure the person in front of you and the people above them you will never
meet. Salespeople who see only the party across the table pitch to one fear; the translator who sees the chain pitches to all three,
and wins the ones that the single-hop competitor never even noticed were in the room.

2.6 · The precision guardrail

Everything in this module gives you power — the vocabulary of CCoP, the mechanics of the cascade, the authority of IEC 62443. This
section is the discipline that keeps that power from blowing up in your hands. It is one rule, and breaking it is the single fastest way to
convert a security expert into an untrustworthy salesperson in the client’s eyes. The rule: know exactly who the code binds, and never
tell a client they are legally mandated when they are not.

The trap is easy to fall into precisely because you now know so much. Fresh from learning that hospitals and rail are CII, it is tempting
to walk into a commercial office tower and say “you’re required by the Cybersecurity Act to meet these standards.” You are not lying
deliberately — you are over-generalising. But a sharp buyer, or their lawyer, knows their own building is not designated CII, and the
moment they catch the overclaim, everything else you have said comes under suspicion. You wanted to sound authoritative; you have
sounded like a fear-monger who either does not understand the law or is willing to bend it to close. That is an unrecoverable position,
because trust, once a buyer starts checking your claims, does not come back.

The mechanism behind the rule is worth holding clearly: CCoP binds designated CII, and obligations reach others only through the
contract, not through the Act directly. So there are exactly two honest ways a requirement can apply to a client. Either they are a
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designated operator (bound by law), or a governed party above them has cascaded the requirement into their contract (bound by
agreement). A commercial landlord with no CII designation and no CII client in the chain is bound by neither — and telling them
otherwise is the overclaim. Precision means being able to say which of these three situations you are in, and never upgrading “bound by
contract” or “bound by nothing” into “bound by law.”

Here is the reframe that makes the guardrail feel like an asset rather than a restraint: precision is itself the sale. When you tell a non-CII
client, plainly, “you are not legally mandated to do this — but here is why the same controls protect your asset value, your tenants and
your insurability anyway,” you have done something the overclaiming competitor cannot. You have shown you know the law well
enough to know its edges, and you have shown you will tell them an inconvenient truth. That is exactly the person a client wants writing
their compliance postures, because it is the person who will not quietly overclaim on their behalf in a tender and expose them later. Your
restraint on the small claim is the evidence for your reliability on the big one.

Which raises the obvious question the guardrail leaves open: if a client is not CII and not in a cascade, why would they buy building
cyber at all? They have real reasons — just not the legal one — and knowing them is how you sell to the ungoverned without ever
reaching for the mandate you are not allowed to use. That is the final section of this module.

Why this matters to you. The precision guardrail is a trust-building move disguised as a limitation. Any competitor can say
“the law requires this”; only the one who actually understands the law can say “the law does not require this of you — and
here’s the better reason to do it anyway.” That sentence makes you the trustworthy voice in a field of fear-sellers, and
trustworthiness is the entire product in a cyber conversation. Guard the precision and you are guarding the one asset the whole
role depends on.

2.7 · When the client isn’t CII — the other hooks

Strip away the legal mandate — the client is not designated CII and no cascade reaches them — and a weaker salesperson has nothing
left to say. The translator has plenty, because the mandate was never the only reason to secure a building; it was just the loudest. This
section arms you with the other hooks: the real, non-statutory reasons an ungoverned owner should still want everything in this manual,
so you can sell resilience on its merits without ever borrowing an authority you are not entitled to.

Start with insurance, because it is increasingly the sharpest hook of all. Cyber and property insurers now ask hard questions about
controls before they will write or renew a policy, and a building with segmented networks, controlled remote access and a real asset
inventory is a better risk than one without. “This is not about a regulator — it is about your premium and your ability to get covered at
all” is a sentence that lands with a commercial owner who has just seen their renewal questionnaire. Alongside it sits asset value and
valuation: a secure, well-documented building is a more attractive, more sellable asset, and a green-mark or high-grade rating often
depends on the very BMS controls you are securing — tamper with the energy sequences and you threaten the rating that props up the
valuation.

Then there is the tenant hook, which is really the cascade wearing different clothes. A commercial landlord may not be CII, but the
tenants they most want — a bank, a government agency, a multinational with its own security policy — bring their own requirements
into the lease. A building that cannot satisfy a blue-chip tenant’s security due diligence loses that tenant to one that can. So you can tell
an ungoverned owner, truthfully, “you may not be regulated, but the tenants who pay the best rent are — and they will audit your
building before they sign.” That is commercial self-interest, not legal fear, and it moves owners.

The physical-safety regulators give you two more hooks that are often overlooked because they are not “cyber” regulators at all. SCDF
and BCA — the fire-safety and building-control authorities — govern the life-safety systems that, as Module 1 established, now run on
the same networks you are securing; a cyber failure that disables smoke control or lift release is also a physical-safety failure those
authorities care about. And PDPA — the Personal Data Protection Act — reaches any building system that handles personal data,
which quietly includes the CCTV footage and the access-control logs every modern building generates. An owner who shrugs at “cyber”
often sits up at “your camera and door-access data is personal data, and you are accountable for protecting it.”

The move that ties these together is the same reframe from the precision guardrail, now made concrete: you are not selling compliance,
you are selling the same controls under a different, honest banner — insurability, tenant appeal, asset value, physical-safety
continuity, data protection. The controls do not change between a CII hospital and a commercial office; only the reason does. Mastering
the ungoverned pitch means always having the true reason to hand, so you never have to reach for the false one.

That completes the governance module — you can now tell, for any client, whether they are bound by law, by contract, or by their own
self-interest, and pitch accordingly. Module 3 turns from why the requirements apply to what the words mean: the Babel Fish method for
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translating any cyber term in a tender into a sentence a building owner understands.

Why this matters to you. The non-CII hooks mean you never walk out of a meeting empty-handed just because the client is
ungoverned. Insurance, tenants, valuation, SCDF/BCA, PDPA — you always have a true reason that fits the owner in front of
you, which keeps you permanently on the right side of the precision guardrail. The overclaiming competitor has exactly one
argument and it collapses the moment the client isn’t CII; you have five that are all honest. That is how you sell security to the
whole market, not just the regulated slice of it.

Further reading

CSA Codes of Practice for CII (official) — Singapore’s Cyber Security Agency page for the Cybersecurity Code of Practice that
binds Critical Information Infrastructure.

Review of the Cybersecurity Act & CCoP update (CSA) — the amendments to the Act and the refreshed CCoP that set the bar
Section 42 cascades down onto contractors.

§ Module 3 · The Babel Fish

A method for translating any cyber term in a tender into a sentence a building owner understands — and the one protocol fact that
explains half of them.

3.1 · The translation method

A hundred-page cyber spec is a wall of acronyms, and the wall is doing a job: it makes an outsider feel they do not belong in the
conversation. The Babel Fish method is how you walk through the wall. It is not a dictionary to memorise — you will never hold every
term in your head — it is a repeatable move you can run live on any word you meet, including ones you have never seen. Learn the
move and you stop fearing new jargon, because you have a reliable way to metabolise it in real time.

The method has four steps, and they always run in the same order: term → plain meaning → what it protects in the building → the
sentence you say. Take MFA as the worked example. The term is “multi-factor authentication.” The plain meaning is “a second proof
of identity beyond a password — something you have or are, not just something you know.” What it protects in the building is the plant
from a stolen login: even if an integrator’s password leaks, it alone cannot open the chiller controls. And the sentence you say — the
payoff — is: “Remote access needs a second factor, so a leaked password on its own can’t touch your plant.” Four steps, and a piece of
intimidating jargon has become a reassurance an owner can feel.

The engine underneath the method is what we will call the respect move: you use the technical term and you define it on the spot, in
the same breath. This is deliberate, and it is the opposite of two failing instincts. It is not dumbing down — you do not avoid
“segmentation” and mumble about “keeping things separate,” because the technical buyer in the room needs to hear that you know the
real word. And it is not jargon-dropping — you do not fire off “Zero Trust micro-segmentation” and leave it hanging, because the
business buyer needs the meaning or you have just alienated them. The respect move serves both people at the table at once: to the
engineer it says “I speak your language,” to the owner it says “and I will always tell you what it means.” That double signal is the whole
basis of a translator’s authority.

There is a discipline embedded in the third step that is easy to skip and expensive to skip: what it protects in the building. A translation
that stops at “plain meaning” is just a glossary — accurate and useless to a salesperson. The value is created when you land the term on
a specific physical thing the owner cares about: not “protects the network” but “keeps the guest Wi-Fi from reaching the fire panel”; not
“protects data integrity” but “means a tampered setpoint won’t stay hidden.” Concreteness is what turns a definition into a sale, and it is
also — not coincidentally — what makes you sound like a human expert rather than a generated brochure. The named chiller beats
“systems” every time.

You will run this method on the jargon that follows, grouped the way it actually appears in a tender — identity, network, devices and
data, remote access. But before the vocabulary, there is one fact about how building equipment talks that explains why so many of these
controls take the shape they do. Without it, “segmentation” and “air-gap” look like arbitrary preferences. With it, they are the only sane
response. That fact is the next section.

Why this matters to you. The Babel Fish method means you never again freeze when a client uses a term you half-know. You
run the four steps out loud — name it, define it, land it on their building, say the reassurance — and you have turned an ambush

https://www.csa.gov.sg/legislation/codes-of-practice/
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into a demonstration of expertise. Competitors either avoid the hard words (and look junior) or hide behind them (and look
evasive). You do the one thing that builds trust with the engineer and the owner simultaneously: you say the real word, then you
make it make sense. That move, repeated, is the reputation.

3.2 · Why building protocols have no security

This is the most important technical fact in the whole course, and it is usually a single line in a tender you would skim past. Building
equipment speaks a handful of control protocols — BACnet, Modbus, KNX, LonWorks — and most of them have no authentication
by design. Not “weak” authentication. None. Reach the wire, speak the protocol, and the device obeys. Understand why that is true and
half of Section 42 stops being a list of demands and becomes an obvious, necessary response.

Start with the why, because it is not incompetence — it is history. Modbus dates to the 1970s; BACnet and the others were designed for
the world of Module 1’s Level 0 and 1, where a controller sat on a physically isolated, trusted wire in a locked plant room, talking only
to equipment the same engineer installed. In that world, authentication would have been pointless overhead: if you could physically
touch the wire, you were by definition an authorised engineer, because nobody else could reach it. So the protocols were built to trust
whoever speaks them. Modbus simply reads and writes device registers — set register X to value Y — with no notion of who is asking.
BACnet exposes building objects and lets whoever is on the network read and command them. This is trust-by-wire: security by
physical isolation, and only physical isolation.

Now put that fragile assumption into a modern, networked building and watch it break. The wire is no longer isolated — it has been
joined, over twenty years of upgrades and integrations, to other networks, sometimes all the way up to something with an internet path.
But the protocol did not change; it still trusts whoever can reach it. So the question “is this command legitimate?” — which the protocol
was never built to ask — now has a dangerous answer: anyone who can route a packet to the controller can command the plant. The
lobby laptop on a flat network, the compromised vendor modem, the attacker who found a path — to a Modbus device they are all
indistinguishable from the installing engineer, because the device cannot tell them apart. It was never designed to.

Here is the consequence that reorganises your whole understanding of building cyber: you cannot fix this by patching the protocol.
There is no security update for Modbus that adds authentication without breaking the millions of devices that speak the old way; the
lack of authentication is not a bug to be patched, it is the design working as intended. Since you cannot make the protocol suspicious,
you must make sure nothing untrusted ever reaches the wire. That single deduction is the origin of the controls you keep meeting:
segmentation (put the controllers in their own zone), the monitored IT/OT boundary (control the one conduit in), and, taken to its
limit, the air-gap (no path to the outside at all). You are not patching the lock on the door; you are making sure the door opens onto a
walled courtyard.

This is also why one incident in Module 4 will look almost anticlimactic. FrostyGoop, in 2024, disabled heating to six hundred flats in
sub-zero winter without any exploit — it simply spoke Modbus TCP to the heating controllers, and the controllers, trusting the wire,
obeyed. There was nothing to hack, because the protocol was working exactly as designed. The only thing that could have stopped it
was making sure the attacker’s packets could never reach the wire in the first place — segmentation and monitoring, the exact controls
Section 42.7 demands.

Why this matters to you. “Your building’s control protocols were built to trust anyone who can reach the wire — so we don’t
try to make the protocol suspicious, we make sure nothing untrusted can reach it” is the sentence that makes an owner finally
understand why you keep talking about segmentation and air-gaps. It reframes those controls from vendor jargon into the only
rational answer to a real, permanent weakness. And it inoculates you against the naive competitor who promises to “patch the
vulnerabilities” — you can explain, gently, that there is nothing to patch, and that anyone who says otherwise does not
understand how a chiller actually talks.

3.3 · Jargon — Identity & Access

The Identity family answers one question the whole building’s safety hangs on: who is allowed to command this system, and can you
prove it was them? Run the Babel Fish method across its terms and you will notice they all serve that single question from different
angles — proving identity, strengthening the proof, managing it at scale, and limiting what each proven identity may do.

Authentication is the base: the act of proving you are who you claim to be. In a building it is the BMS login demanded before anyone
changes a setpoint — the difference between an anonymous command and an accountable one. Say it as: “Every command into your
building is tied to a named, proven identity.” On top of that sits MFA — multi-factor authentication — a second proof beyond the
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password, typically a code or token, so a stolen password alone is useless; it is the specific control that stops a leaked integrator login
from opening the chiller plant. SSO — single sign-on — is one managed identity across many systems, and its quiet power is
revocation: when a project engineer leaves, you disable one account and their access to everything dies the same day, rather than hoping
someone remembers the twelve separate logins they held.

Where SSO manages the ordinary identity, PAM — privileged access management — governs the dangerous one. It is tight control
over, and recording of, the powerful admin accounts — the ones that can rewrite fire logic or change critical setpoints. PAM’s
mechanism is that privileged actions are brokered and logged, so the most consequential changes in the building are also the most
closely watched: “The powerful changes — fire sequences, critical setpoints — are gated and recorded.” Running alongside it, RBAC
— role-based access control — assigns access by job role rather than person by person: an operator sees operations, and only a
certified engineer can reprogram a controller. The point is least privilege made manageable — people get exactly the access their role
requires, no more, so a compromised operator account cannot reach the engineering functions it was never granted.

The anti-pattern this whole family exists to kill is the shared or generic account — the single “BMS_Operator” login a whole team
uses, often on a sticky note by the workstation. It is a known, serious risk because it destroys accountability: when everyone is
“BMS_Operator,” no action traces to a real person, so you cannot tell an authorised change from a malicious one after the fact.
Removing shared logins so every action attributes to an individual is one of the highest-value, lowest-cost moves in building security,
which is why tenders — including Section 42.5 — demand unique IDs explicitly.

In the real tender, this family is Clause 42.5: unique identities, no default credentials, password strength and expiry, lockout after failed
attempts, salted one-way hashing so stored passwords are never readable, and two-factor for all privileged accounts. Read it now and
it is not a wall of demands — it is the Identity pillar, written into a contract, every clause defending the question “who can command
this building, and can you name them?”

Why this matters to you. The Identity terms let you answer the most basic and most important owner question — who can
touch my building? — with specifics instead of hand-waving. “Per-engineer logins, MFA on remote access, privileged changes
recorded, no shared accounts” is a sentence that tells an owner every command in their building has a name attached. And when
the tender’s password-and-2FA clause appears, you can greet it as an old friend rather than a hurdle: “that’s the Identity pillar —
here’s exactly how we meet it.”

3.4 · Jargon — Network

The Network family is the direct answer to section 3.2’s problem: if the protocols trust whoever reaches the wire, then controlling who
can reach the wire is the whole game, and these are the terms for doing it. They describe walls, zones and gates — and the one bad
default that removes them all.

The keystone is network segmentation — splitting one network into isolated zones so that traffic cannot freely cross between them. In
a building that means the life-safety systems, the general BMS, the CCTV, the tenant IT and the guest Wi-Fi each live in their own zone,
and a device in one cannot simply route to a device in another. The mechanism is VLANs and firewall rules that block traffic between
zones unless it is explicitly permitted, which is exactly the IEC 62443 “zones and conduits” idea from Module 2 in operational form.
The sales line is the vivid one: “Life-safety lives on its own island — nothing else can route to it.” Its finer-grained cousin, micro-
segmentation, pushes the same idea down to individual critical systems, so that even inside the building network each important system
is walled off from the next.

Segmentation only means something against its opposite, and the opposite has a name worth teaching a client to fear: the flat network
— the bad default where everything can see everything, one big undivided LAN. It is how buildings are wired when nobody insisted
otherwise, and it is precisely how a virus on a lobby laptop reaches a chiller controller in one hop, and how Target’s attackers walked
from an HVAC connection to the payment tills. When you say “we never leave a flat network — that’s how a tenant laptop ends up at
the chiller,” you are naming the single most common serious weakness in existing buildings, and offering to close it.

Between the office world and the plant world sits the IT/OT boundary — the controlled gate where corporate IT (email, internet)
meets the building’s control network. This is Purdue’s Level 3.5 DMZ made concrete: not a wall with no door, but a monitored door, so
that even a fully compromised office network cannot pour straight into the controls. Zero Trust is the philosophy that hardens every
one of these gates: it means never trust by location — being “inside” the network grants nothing, every access is still verified. It kills the
old assumption that the threat is only ever outside the perimeter. And air-gapped is the absolute end of the spectrum: a control network
with no physical or logical path to the internet or other networks at all. It is the strongest possible answer to the trust-by-wire problem
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— if nothing untrusted can ever reach the wire, the protocol’s blind trust stops mattering — and it is exactly what Section 42.7 demands
for the rail client’s control network.

Notice how the family forms a ladder of increasing isolation: from the dangerous flat network, up through segmentation and micro-
segmentation, guarded by a monitored IT/OT boundary and a Zero Trust posture, to the air-gap at the top. A tender rarely asks for all of
it; a good bidder knows which rung a given zone actually needs — the life-safety zone near the top, the car-park lighting far lower —
which is the proportionality that IEC 62443’s security levels were built to express.

Why this matters to you. The Network vocabulary lets you turn the abstract fear of “hacking” into a spatial story an owner can
picture: islands, gates, and the one dangerous open-plan network you are going to fix. “How many hops from your lobby Wi-Fi
to your fire panel?” followed by “we’ll put your fire system on its own island behind a monitored gate” is a complete, concrete
pitch that needs no further jargon. It also lets you read the network clauses of any tender as a single coherent design — zones,
conduits, boundary — rather than a scatter of unrelated demands.

3.5 · Jargon — Devices & Data

This family covers the two things an attacker ultimately wants to reach: the devices that run the building and the data — setpoints,
schedules, fire logic — that tells them what to do. The Devices terms are about keeping the hardware healthy and accounted for; the
Data terms are about noticing when the instructions have been tampered with. Both run into the hard reality of OT: much of this
equipment is old, long-lived, and cannot be treated like a laptop.

On the device side, an endpoint is any computer or device on the network — the head-end server, an engineering laptop, an NVR, a
controller — and the first job is simply to know they all exist. EDR — endpoint detection and response — is a guard installed on a
computer that watches its behaviour for signs of attack and can stop it, going beyond old antivirus that only matched known signatures;
on a BMS workstation it means the machine is monitored, not fitted and forgotten. But EDR assumes a device modern enough to run an
agent, and much of the plant is not — which is where patching and firmware collides with OT reality. Patching is fixing known holes
in device software, and the problem is that controllers often run years-old, unsupported firmware that cannot be safely patched without
risking the physical process. So the honest control is tracking firmware and support status per controller — “no silent end-of-life
surprises” — and compensating where patching is impossible, rather than pretending every device can be kept current.

Two device controls are cheap, universal, and constantly demanded. Default credentials — the factory admin/admin passwords that
ship on controllers and cameras — are the most common break-in there is, because the passwords are literally published; changing
every one before handover closes an enormous door for almost no cost. And the asset inventory — a live register of every connected
device, its firmware and its support status — is the foundation everything else stands on, because you cannot protect, patch or segment
what you do not know is there. In a twenty-year-old building with undocumented modems and forgotten access points, producing that
inventory is often the single most valuable early deliverable.

On the data side, the crown jewels are not files but instructions: setpoints (the target values a controller holds — a temperature, a
pressure), schedules, and above all the fire cause-and-effect matrix — the logic that says which detectors trigger which fans, dampers
and alarms. These are the “data” whose integrity Module 1 warned about: change a setpoint by a fraction or alter a fire sequence quietly,
and the building misbehaves while every screen still reads normal. The defence is configuration backup and baseline comparison —
keep a known-good copy of the critical sequences and alert on any change, so “a quiet tamper won’t stay quiet.” Backups also
underwrite the degraded-mode promise from Module 1: an incident becomes a restore from clean copy, not a rebuild.

Section 42 splits this family across several clauses — 42.9 (system security: least privilege, whitelisting, USB control, patching for the
life of the contract), 42.10 (database security and alerting on bulk queries), 42.15 (encrypted backups and recovery), and 42.16
(centralised, tested patch management). Read together they are the Devices-and-Data story: keep the hardware known and healthy, and
keep the instructions trustworthy and recoverable.

Why this matters to you. This family is where you prove you understand OT’s hardest truth — that you cannot just patch and
antivirus your way to safety on twenty-year-old controllers — and turn that into credibility. “We hand you a live asset register,
change every default password, track firmware per controller, and alert on any change to your fire sequences” is a concrete,
honest pitch that an experienced facilities manager will recognise as the real thing. It also sets up the single most valuable honest
posture in the whole tender: when a controller genuinely cannot run an antivirus agent, you say so, and offer segmentation and
monitoring instead — which is the move Module 7 is built around.
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3.6 · Jargon — Remote access (the #1 attack path)

Save this family for last and give it weight, because it is the one that matters most. Across the real incident record — Target, Oldsmar,
and most of the breaches you will ever cite — the way in was not a clever exploit of a chiller. It was remote access: a connection into
the building from off-site, left more open than anyone realised. If you master one family of controls well enough to lead a pitch with it,
make it this one.

Remote access is simply logging in from off-site to support or operate the system — the entirely legitimate way an integrator services a
BMS without driving to the plant every time. It is convenient, it is normal, and it is the number-one path by which buildings get
breached, because a connection that lets your engineer in also lets in anyone who steals or finds that connection. The whole family is
about keeping the convenience while closing the exposure. The crude, dangerous form is a standing VPN — an encrypted tunnel into
the network — that a vendor sets up and leaves always-on: encrypted against eavesdroppers, yes, but a permanent open door that
nobody is watching. The translator’s line draws the distinction cleanly: “No always-on back-door — access is opened on request and
closed after.”

The controlled form is a jump host (also called a bastion): a single, hardened, monitored doorway through which all remote support
must pass. Instead of many vendors each holding their own tunnel to various systems, everyone comes through one recorded entry
point. Its mechanism is what makes it powerful — because every session goes through the one door, every session can be authenticated,
time-limited, and recorded. That last property, session recording, is the control that turns remote access from a liability into an
auditable asset: you can show exactly who connected, when, and what they changed. Say it as: “One recorded doorway for support —
we can show who connected and what they touched.”

The reason this family reaches back to the Crown Jewels of Module 1 is that remote access is the key ring. It runs no physical process of
its own, but it can reach the systems that run all of them — which is why an attacker who steals a remote credential does not need to
defeat the fire panel’s defences directly; they walk in through the maintenance door and command it as if they were the engineer.
Target’s attackers used a refrigeration vendor’s stolen remote credential; Oldsmar’s used an exposed remote-support session watching
an operator’s screen. Neither broke the plant. Both borrowed the key ring. Controlling remote access — request-based, through a
recorded jump host, with MFA and time limits — is therefore not one control among many; it is the control that guards the path to every
other Crown Jewel.

Section 42 treats it with exactly that seriousness. The air-gap in 42.7 is the maximal answer (no remote path at all where the risk
justifies it), and the two-factor-for-privileged-access requirement in 42.5 and 42.9 is aimed squarely at the remote key ring. When
you answer these clauses, you are answering the question that decides most breaches: who is remotely connected to this building right
now, and can you prove it?

That completes the Babel Fish. You now have the method to translate any term, the protocol fact that explains why the controls take the
shape they do, and the four families that cover the vocabulary of a real tender. Module 4 assembles all of it into a single sorting
framework — the 5 (+2) Pillars — that lets you take any spec, including Section 42, and break it down in minutes.

Why this matters to you. Remote access is the family to lead with when you want to sound like you have actually seen how
buildings get breached — because you have now read how they do. “The number-one way a building gets attacked isn’t a genius
hacker beating your firewall — it’s a maintenance connection someone left open; here’s how we make ours request-based and
recorded” is a pitch that lands with force precisely because it is true and specific. It also quietly disqualifies the competitor still
running a standing vendor VPN nobody watches — which, statistically, is most of them.

Further reading

ISA/IEC 62443 concepts (Dragos) — the OT security standard behind the segmentation and zone-and-conduit vocabulary this
module translates.

IEC 62443: defining zones and conduits (ISA) — how zones and conduits formalise “keep life-safety on its own island,” the
Network family’s core idea.

§ Module 4 · The 5 (+2) Pillars

One framework that sorts any spec — with the real incidents that prove why each pillar exists.

4.1 · The 5 (+2) Pillars — seven diagnostic questions

https://www.dragos.com/blog/isa-iec-62443-concepts
https://gca.isa.org/blog/how-to-define-zones-and-conduits
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A cyber spec arrives as a pile: a clause about passwords here, one about firewalls there, anti-virus, “salted hashing,” backup retention —
scattered, in no order you recognise. The Pillars are the mental map that turns the pile into a structure. There are seven of them, and
once a clause is sorted into its pillar you instantly know which diagnostic question it answers and which sales line to reach for. This is
the framework that carries the rest of the course, so learn it as a set of rooms you can walk a client through.

The first five are the standard security pillars, shared with the IT world. Identity — who can command the building, and can you prove
it was them? Devices — the controllers, workstations and cameras, and whether they are known and healthy. Network — the zones,
gates and walls that decide what can reach what. Applications — the BMS software stack and the remote tools that touch it. Data —
the setpoints, schedules and fire logic whose integrity the building depends on. Those five would organise an office-IT spec perfectly
well.

But a building is not an office, so we add two more rooms — the “+2” — that the IT five leave out. Visibility is the OT recognition
that you cannot defend what you cannot see, and that most buildings genuinely cannot list their own connected devices after twenty
years of trades; it makes the asset inventory a pillar in its own right, not an afterthought. Automation is the OT recognition that a
building acts on its own — and that automated responses carry physical consequences, so where the human-in-the-loop boundary sits is
a deliberate design decision, not a technical detail. Together: five pillars plus two extra rooms, the 5 (+2).

The reason to hold them as questions rather than categories is that each pillar hands you a diagnostic you can ask a client — what we
call the leader’s shield, because asking it makes you look like the person in control of the conversation. Identity: “Who can command
the building, and can you name them?” Devices: “What percentage of your controllers run software no one patches?” Network: “How
many hops from the lobby Wi-Fi to the fire panel?” Applications: “Who is remotely connected to this building right now?” Data:
“Would you know if someone changed a setpoint or a fire sequence by a fraction?” Visibility: “Show me your building’s asset
inventory — when was it last updated?” Automation: “What does the building do on its own, and what waits for a human?” Ask any
one of these and watch an unprepared owner realise they do not know the answer — and that you do.

The power of the framework is triage speed. Faced with Section 42’s seventeen subsections, you do not read them as seventeen
unrelated demands; you sort each into a room — 42.5 is Identity, 42.7 is Network, 42.9 is Devices, 42.14 is Visibility — and suddenly
you can see the shape of what the client wants and where your story is strong or thin. That sort is the centrepiece drill of Day 1, and it is
a skill that makes you look, to a technical buyer, like someone who has done this many times before.

Before we prove each pillar with a real incident, there is a credibility move worth making: showing a technical evaluator that these
seven pillars are not a marketing invention but a faithful repackaging of the standards they already respect. That mapping is the next
section.

Why this matters to you. The seven diagnostic questions are the most immediately usable thing in this manual. You can walk
into any building meeting and, without a slide or a spec, ask three of them — and each one either surfaces a gap the client didn’t
know they had or proves they’re in good shape. Either way you are leading. And when a tender lands, the Pillars turn a
frightening wall of clauses into a five-minute sort, which is the difference between a bid team that flails and one that looks like it
has seen this a hundred times.

4.2 · Pillars ↔︎ Purdue zones ↔︎ IEC 62443

A sharp technical evaluator will, at some point, push on your framework: “‘Five plus two pillars’ — is that a real security model, or
something your marketing team drew?” This section is your answer, and it is a strong one. The Pillars are a sales-friendly repackaging
of exactly the ground the recognised standards cover — the Purdue model from Module 1 and the IEC 62443 foundational requirements
from Module 2. Show that mapping and the framework stops looking like a brochure and starts looking like fluency in the standards,
which is precisely the credibility you want with an engineer.

Start with IEC 62443’s foundational requirements — the seven core security properties the standard is built on — and lay the Pillars
beside them. 62443 requires identification and authentication control and use control: that is the Identity pillar. It requires system
integrity: that is Devices and Applications, keeping the hardware and software trustworthy. It requires data confidentiality: Data. It
requires restricted data flow: Network — zones and conduits. It requires timely response to events: Visibility — you can only respond
to what you can see. And it requires resource availability: which lands on Automation and the whole SRP-availability story. Seven
foundational requirements, seven pillars, near one-to-one. The Pillars are 62443 wearing clothes a building owner can understand.

Now overlay the Purdue model. The Pillars answer what kind of control a clause is; Purdue answers where in the building it lives.
Identity and Applications concentrate at the upper levels — the head-end and engineering workstations at Level 2 and above, where the
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logins and the software sit. Network is the whole vertical question of conduits between levels, and especially the Level 3.5 boundary.
Devices and Data reach all the way down to Levels 0 and 1, the controllers and the setpoints they hold. Visibility spans every level —
you need to see all of it — and Automation is about what the lower levels are permitted to do without a human at the upper ones. Put the
two together and you can locate any clause in two dimensions at once: what it protects (pillar) and where it acts (Purdue level). That is a
genuinely expert way to read a spec, and almost nobody in a sales role can do it.

The reason this mapping is worth the effort is that it inoculates the framework against the credibility attack. When you can say, “the
seven pillars map one-to-one onto IEC 62443’s foundational requirements and locate cleanly on the Purdue levels — Identity and use-
control up here, restricted data flow across the conduits, resource availability at the process level,” you have told the technical buyer
three things: you know their standard, you know the architecture, and you have organised both into something their own management
can follow. The framework becomes a bridge between the engineer who cares about 62443 and the owner who cares about safety and
cost — which is the translator’s entire job, performed on the framework itself.

With the Pillars grounded in the standards, the remaining sections of this module do the opposite kind of proof: not “here is the theory
the pillars rest on,” but “here is what happens in the real world when a pillar is left weak.” Four incidents, each a kill-chain, each pinned
to the pillars it broke.

Why this matters to you. This mapping is your defence for the one moment a technical evaluator tries to dismiss your
framework as marketing. Being able to trace the seven pillars onto IEC 62443’s foundational requirements and the Purdue levels
turns that challenge into your best credibility moment — you have just proven, in one answer, that you speak the standard and
the architecture. Most salespeople fold under that challenge; you get to shine in it. It is also how you sell the Pillars to the
engineer as a shared language rather than a sales gimmick.

4.3 · Incident — Target 2013 (Identity + Network)

The Target breach is the one every building-systems salesperson should be able to tell from memory, because it is the story of a
building-services vendor becoming the front door to a catastrophe. Told as a kill-chain — the sequence of steps from entry to impact —
it teaches two pillars at once and proves, with roughly forty million stolen cards, that “we only do the HVAC” is not a place to hide.

The entry was Identity. Target’s attackers did not go near Target first — they went after a refrigeration and HVAC vendor that had
legitimate remote access to Target’s systems for billing and monitoring. They stole that vendor’s remote-access credentials, most likely
through a phishing email. At this point the attackers held a valid login belonging to a building-systems contractor — the kind of
connection every integrator in this room maintains with their clients. Nothing had been “hacked” in the dramatic sense; a trusted
vendor’s key had simply been copied.

The pivot was Network, and this is the step that turns a vendor compromise into a company-ending event. Target’s network was
insufficiently segmented — the path from the vendor-facing systems to the sensitive payment environment was not properly walled off.
So the attackers, holding a lowly HVAC-vendor credential, were able to move laterally across the flat internal network from the vendor
portal toward the point-of-sale systems, a place an HVAC login should never have been able to reach. The lesson lands exactly on
Module 3’s Network family: a building-services connection should never be able to route to the crown jewels, and here it could.

The impact was memory-scraping malware installed on the POS terminals, harvesting card data as it was swiped, and the exfiltration of
roughly 40 million card records and around 70 million customer records, at a total cost to Target of about US$292 million. All of it
downstream of one stolen vendor credential and one flat network.

For you, the two pillars are the whole point. Identity: the vendor’s remote access was a single stolen password with no second factor
standing between the attacker and the network — the exact exposure that MFA and per-engineer, recorded remote access close.
Network: the absence of segmentation let a foothold in the vendor zone reach the payment zone — the exact exposure that zones and
conduits close. When a client hears “we’re just the ventilation contractor, why does our cyber matter?”, Target is the answer: because in
the most expensive retail breach of its era, the ventilation contractor was the way in.

Why this matters to you. Target is the story that makes an owner take your remote access seriously, because it reframes the
building-systems vendor from “harmless facilities supplier” to “the front door the attackers actually used.” You can say,
honestly: “the vendor whose credential opened Target was an HVAC contractor — which is why our remote access is per-
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engineer, MFA’d and recorded, and why your building-services network must be walled off from everything else.” It turns your
own category into the reason the client should buy rigour — from you.

4.4 · Incident — Verkada 2021 (Devices + Identity)

Verkada is the incident that proves a building’s security systems are themselves IT systems that can be turned against it — and that
scale, in a networked world, is a single stolen credential away. It is short, sharp, and lands on two pillars every building carries: Devices
and Identity.

The setup is that Verkada is a maker of cloud-connected security cameras, the kind installed across offices, hospitals, schools and
industrial sites for physical security and building access. Their selling point — central cloud management of every camera — is also, it
turned out, their single point of failure. The entry was Identity at its most basic: attackers obtained a set of administrator credentials
that had been left exposed, giving them access not to one site but to Verkada’s central management plane.

The impact was the part that makes people sit up: through that one administrative foothold, the attackers reached roughly 150,000
cameras — live feeds and archives across a vast range of customer sites, including hospitals, factories and companies’ own offices. One
exposed admin credential became visibility into a hundred and fifty thousand cameras. There was no per-camera genius involved; there
did not need to be. The Devices pillar is why: these cameras were networked endpoints managed from a single cloud brain, so
compromising the brain compromised every device beneath it — the inverse of the asset-inventory discipline that would have at least
made the fleet known and bounded.

The lesson for a building-systems salesperson is twofold, and both halves are useful in a pitch. First, your security cameras and access-
control systems are not separate from the cyber conversation — they are squarely inside it, because they are networked devices holding
sensitive feeds and, often, the keys to physical doors. A client who thinks of CCTV as “physical security, not cyber” has a blind spot
Verkada exposes. Second, centralised management is a force multiplier in both directions — it is what makes a modern building
manageable, and it is what makes a single stolen credential catastrophic, which is exactly why the Identity controls (MFA, no exposed
admin accounts, recorded privileged access) matter most precisely where management is most centralised, like a BMS head-end.

Why this matters to you. Verkada is the story that pulls a building’s cameras and access control into the cyber conversation,
where a competitor has left them out. You can tell an owner: “the systems you think of as ‘physical security’ — your cameras,
your door access — are networked computers, and in the Verkada breach one exposed admin login reached a hundred and fifty
thousand of them. That’s why we secure your building’s security systems as rigorously as its controls.” It expands the surface
you are credibly selling into, and it makes the case for MFA on every management account without a single line of fear-
mongering.

4.5 · Incident — Oldsmar 2021 (Applications)

Oldsmar is the incident that makes the Applications pillar — remote-access tooling reaching an operator’s screen — feel viscerally real,
because it is the one where an attacker briefly had a hand on the controls of something people drink. Told as a kill-chain, it is also the
clearest possible argument for controlling remote access, which is why it recurs throughout this manual.

The setup is a small municipal water-treatment plant in Oldsmar, Florida. Like countless OT sites, it used a remote-access tool —
TeamViewer — so that operators and supervisors could view and control the plant’s HMI (the human-machine interface, the Level-2
screen that commands the process) from off-site. That remote-access path is the Applications pillar in one sentence: the software layer
and the remote tooling that can touch the physical process.

The entry was that remote path, insufficiently controlled — an attacker gained access to the HMI through it. The action is the detail
everyone remembers: the intruder reached into the treatment process and changed the sodium hydroxide setpoint by a factor of 111 —
from a safe dosing level to a wildly dangerous one — attempting to poison the water supply. This is the Data-integrity nightmare from
Module 1 made physical: a setpoint, altered by someone who should never have had the reach, with a direct line to public safety.

The impact, mercifully, was nothing — and why it was nothing is the lesson. An operator was watching the HMI and saw the cursor
move on its own and the setpoint value change, and immediately reversed it. The human-in-the-loop caught what the access controls
had failed to prevent. Oldsmar is therefore two lessons braided together: a stark warning about unwatched remote access to an OT HMI
(the Applications failure), and a quiet vindication of keeping a human in the loop on anything that moves a physical actuator (the
Automation-boundary point from Module 1). Had the response been automated and unwatched, the story ends differently.
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For your pitch, Oldsmar is the concrete answer to “why do you make such a fuss about remote access?” Because a standing, unwatched
remote-support tool onto a control screen is a hand on the plant for anyone who finds it — and the only reason the Oldsmar attacker did
not succeed is that a person happened to be looking. You do not sell “a person happened to be looking.” You sell request-based,
recorded, MFA’d remote access through a jump host, so that the hand never reaches the controls in the first place.

Why this matters to you. Oldsmar turns the abstract phrase “control your remote access” into a story an owner physically
reacts to — someone moved a chemical setpoint 111× through a support tool, and only a watching operator stopped it. You can
say: “unwatched remote access to a control screen is a hand on your plant for anyone who finds it; we make ours request-based
and recorded so that hand never reaches the controls.” It is the most persuasive possible setup for the single highest-value
control you sell, and it doubles as the argument for keeping a human in the loop on anything that touches a life-safety actuator.

4.6 · Incident — FrostyGoop 2024 (Data + Network)

FrostyGoop is the incident that proves the protocol lesson from Module 3 is not theoretical — that “the protocols trust whoever speaks
them” is a sentence with six hundred cold apartments behind it. It is the most building-specific breach in your arsenal, and the one that
most cleanly demonstrates why segmentation, not patching is the answer.

The setup is a municipal heating utility in Ukraine, in January 2024 — deep winter. The heating controllers spoke Modbus TCP, the
industrial protocol from section 3.2 that reads and writes device registers with no authentication by design. Recall the mechanism:
Modbus does not ask who is commanding it; it obeys whoever can reach the wire, because it was built for an isolated, trusted network
that no longer exists.

The entry and action are almost anticlimactic, and that is precisely the point. FrostyGoop — recognised as among the first ICS-
specific malware to use Modbus TCP directly — did not exploit anything. There was no clever buffer overflow, no zero-day, no cracked
password on the controller itself. The malware simply spoke Modbus to the heating controllers and told them to do the wrong
thing, and the controllers — trusting the wire, exactly as designed — complied. The absence of an exploit is the whole lesson: you
cannot “patch” your way out of a protocol that is working as intended when it obeys an unauthenticated command.

The impact was physical and human: heating was disrupted to more than 600 apartment buildings for around two days, in sub-zero
temperatures. No data was stolen, no ransom screen appeared — the harm was that people were cold, because a physical process was
commanded by someone who should never have been able to reach it. This is the Data pillar (the integrity of the commands and
setpoints) and the Network pillar (nothing untrusted should have been able to reach the Modbus wire) failing together.

For a building-systems salesperson, FrostyGoop is the definitive answer to a naive but common client question: “can’t you just patch
the vulnerabilities in the controllers?” No — because the thing that let FrostyGoop work was not a vulnerability in the usual sense, it
was the protocol doing its job. The only defence is to ensure nothing untrusted can ever reach the wire: segmentation, a monitored
boundary, and — where the risk justifies it — an air-gap. Which is to say, FrostyGoop is the real-world proof of why Section 42.7
demands exactly those controls, and why the air-gap is not paranoia but the logical end of the trust-by-wire problem.

Why this matters to you. FrostyGoop is the story that lets you correct, gently, the competitor (or the client) who thinks building
cyber is about patching vulnerabilities. “Six hundred buildings lost heat in a Ukrainian winter and there was no exploit to patch
— the malware just spoke the controllers’ own protocol, which trusts whoever reaches the wire. That’s why we don’t rely on
patching the protocol; we make sure nothing untrusted can reach it.” It is the single most powerful justification for
segmentation and air-gapping you can offer, because it is concrete, recent, and building-specific — exactly the kind of evidence
a generated brochure never has.

4.7 · The 80/20 — the vital few to lead with

A tender can list forty controls, and a nervous bidder tries to give equal weight to all forty and drowns. The experienced translator
knows that a small number of controls carry most of the real risk reduction, and leads with those. This is the 80/20 — the vital few —
and knowing them lets you walk into any building conversation and open with the five things that matter most, before you have even
seen the spec.

The five, in the order you would raise them, are these. First, asset inventory and visibility — because you cannot protect, segment or
patch what you do not know is connected, and most buildings genuinely cannot list their own devices. It is the foundation the other four
stand on, which is why it is also, usually, the first deliverable. “We start by showing you everything that’s connected.” Second, IT/OT
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and life-safety segmentation — putting the fire, lift and BMS systems on their own zones so a tenant laptop or a compromised office
network cannot reach them. This is the single control that would have blunted Target. “Life-safety on its own island.” Third, vendor
remote-access control — request-based, recorded, MFA’d, through a jump host — because remote access is the number-one attack path
in the real incident record, the thread running through Target and Oldsmar both. “Recorded, request-based support — no standing back-
door.”

Fourth, fire and life-safety isolation — the specific, non-negotiable case of segmentation applied to the systems where failure means
lives, keeping the last barrier physically separated from everything else. “Your last line of defence is physically separated.” And fifth,
manual or degraded-mode operation — the assurance from Module 1 that if the digital brain goes dark, the building’s essential
processes keep running from local controls, so an incident is a recovery rather than a shutdown. “If the digital brain is offline, your
building still runs safely.”

The reason these five are the vital few is that each one either closes a path the real attacks actually used, or limits the damage when a
path is breached. Visibility closes the “we didn’t know it was there” gap. Segmentation and life-safety isolation close the lateral-
movement path that turned a vendor foothold into the Target catastrophe. Remote-access control closes the number-one entry path.
Degraded-mode caps the worst-case impact. The other thirty controls in a tender matter and you will meet every one of them — but if
you had time to fix only five things in a building, these are the five, and a client can feel the sense in that prioritisation.

Leading with the 80/20 also solves a practical pitch problem: it gives you a confident opening before you have mastered every detail of
a specific spec. You can walk into a first meeting and say, “before we get into the fine print, here are the five things that carry most of
the risk in any building like yours” — and you are immediately the person with judgement, not just the person with a checklist.
Judgement is what an owner is actually buying.

That completes Day 1. You now hold the architecture (Module 1), the governance world (Module 2), the language (Module 3) and the
sorting framework with its proof (Module 4). Day 2 turns to the tool that lets you apply all of it at speed — AI — and to the pitch that
turns your analysis into a won bid. It opens with the one idea that keeps AI safe: it does the intellectual labour, you keep the
accountability.

Why this matters to you. The 80/20 is your confident opening for any building, spec unseen. Leading with the five vital
controls — visibility, segmentation, remote-access control, life-safety isolation, degraded-mode — shows an owner you have
judgement, not just a checklist, because you can tell them what matters most and why. It is also a disarming way to handle a
huge tender: “these five carry most of the risk; the rest we’ll cover, but let’s make sure these are right first.” That is how a
translator sounds — like someone who has prioritised a hundred of these before.

Further reading

Target 2013 — breached via an HVAC vendor (KrebsOnSecurity) — the definitive account of the refrigeration-vendor credential
that opened the Target breach.

Verkada 2021 — 150,000 cameras exposed (CBS News) — how one exposed admin credential reached a vast fleet of building
security cameras.

Oldsmar 2021 — water-plant setpoint attack (CBS News) — the remote-access intrusion that moved a chemical setpoint before a
watching operator caught it.

FrostyGoop 2024 — Modbus ICS malware (Dragos) — the malware that disrupted heating by speaking Modbus to controllers that
trust whoever reaches the wire.

Reference
The quick-lookup half of the manual. When a term, a clause or an incident comes up mid-tender and you need the answer fast, this is
where you turn. Everything here is expanded, in context, in the module sections above.

§ Appendix A · The Babel Fish — jargon quick-reference

Term → plain meaning → what it is in the building → the sentence you say. Read the teaching version in Module 3.

https://krebsonsecurity.com/2014/02/target-hackers-broke-in-via-hvac-company/
https://www.cbsnews.com/news/verkada-hack-tesla-nissan-equinox-cloudflare/
https://www.cbsnews.com/news/florida-water-hack-oldsmar-treatment-plant/
https://www.dragos.com/blog/protect-against-frostygoop-ics-malware-targeting-operational-technology


Page 22 of 41BMS Cyber-Sales Field Manual · Day 1

Term Plain meaning In the building Say it to the owner

Authentication Proving you are who you say you
are

The BMS login before anyone
changes a setpoint

“Every command into your building is
tied to a named, proven identity.”

MFA (multi-factor
auth)

A second proof beyond a password Stops a stolen integrator
password opening the chiller
plant

“Remote access needs a second factor —
a leaked password alone can’t touch your
plant.”

SSO (single sign-on) One managed identity; revoke once,
revoke everywhere

A leaver’s building access dies
with their account

“When someone leaves the project, their
access ends the same day —
automatically.”

PAM (privileged
access mgmt)

Tight control + recording of admin
access

Governs who can rewrite fire
logic or setpoints

“The powerful changes — fire
sequences, critical setpoints — are gated
and recorded.”

RBAC (role-based
access)

Access by job role, not person-by-
person

Operator sees operations; only an
engineer reprograms

“People get exactly the access their role
needs — no more, no less.”

Shared / generic
account

One login many people use (a
known risk)

“BMS_Operator” on a sticky note “We remove shared logins so every
action traces to a real person.”

Endpoint Any computer/device on the
network

The head-end, engineering
laptops, NVRs

“Every device that can touch your
building is accounted for.”

EDR (endpoint
detection & response)

A guard on each computer that
spots and stops bad behaviour

Watches the BMS workstation “Your BMS workstation is monitored,
not fitted and forgotten.”

Patching / firmware Fixing known holes in device
software

Controllers on years-old,
unsupported firmware

“We track firmware and support status
per controller — no silent end-of-life
surprises.”

Default credentials The factory username/password
(admin/admin)

Controllers/cameras shipped with
public passwords

“We change every factory password
before handover — the most common
break-in, closed.”

Network
segmentation

Splitting the network into isolated
zones

Keeps tenant/guest/CCTV away
from fire & lift controllers

“Life-safety lives on its own island —
nothing else can route to it.”

Micro-segmentation Very fine-grained zoning, device by
device

Each critical system walled off
from the next

“Even inside the building network,
systems can’t freely reach each other.”

Flat network Everything can see everything (the
bad default)

Lobby Wi-Fi can reach the fire
panel

“We never leave a flat network — that’s
how a tenant laptop ends up at the
chiller.”

IT/OT boundary The controlled gate between office
IT and building controls

Where email/internet meets the
BMS

“There’s a monitored gate between your
office IT and your building’s controls.”

Zero Trust Never trust by location; verify every
access

Being “inside” the network grants
nothing

“Being on the network isn’t a key —
every access is still verified.”

BACnet / Modbus /
KNX / LonWorks

Common building-control protocols
— most have no built-in security

The language chillers, AHUs,
meters and dampers speak

“These protocols trust whoever speaks
them, so we wrap them in segmentation
and monitoring.”

Remote access Logging in from off-site to support
the system

How the integrator services the
BMS

“Convenient — but the #1 way buildings
get breached, so we control it tightly.”

VPN An encrypted tunnel into a network The standing connection a vendor
might leave open

“No always-on back-door — access is
opened on request and closed after.”
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Term Plain meaning In the building Say it to the owner

Jump host / bastion One monitored doorway for all
remote support

The single recorded entry point
for our engineers

“One recorded doorway for support —
we can show who connected and what
changed.”

Air-gapped Physically/logically isolated from
all other networks

A control network with no
internet path at all

“The control system never touches the
internet — the attack surface simply isn’t
there.”

Application
whitelisting

Only approved programs may run The head-end runs the BMS
software and nothing else

“Only the software we authorised can
execute — random code can’t run.”

Hardening / CIS
Benchmark

Configuring a system to a published
secure baseline

Every server/device set up to a
recognised standard

“Each device is built to a recognised
secure baseline, with a report to prove
it.”

SIEM Collects and correlates security logs
to spot incidents

Watches the building’s logs for
trouble

“We don’t just keep logs — we watch
them, so an incident gets noticed.”

VAPT Independent vulnerability +
penetration testing

An outside expert tries to break in
before attackers do

“An independent tester proves the
controls work — you get assurance, not
our word.”

Encryption Scrambling data so thieves can’t
read it

Protects data moving between
systems

“Sensitive data is unreadable to anyone
who shouldn’t have it.”

Backup / config
backup

A saved copy you can restore from The BMS programming,
recoverable after an incident

“If something is corrupted, we restore
your building’s brain from a clean copy.”

Degraded-mode /
manual operation

Running the building if the digital
system is down

Operators keep life-safety
running without the BMS

“If the digital brain goes offline, your
building still runs safely.”

LLM (large language
model)

The engine behind ChatGPT/Claude
— predicts text

Your tender-decoding co-pilot “AI can turn a 100-page RFP into a one-
page action list — fast.”

Hallucination AI stating something confidently
but wrongly

An AI-invented compliance claim
becomes your commitment

“We verify every AI-drafted figure and
promise — the salesperson signs, not the
bot.”

Shadow AI Staff quietly using unapproved AI
tools

Pasting a client’s tender into a
free tool leaks it — permanently

“Never put a client’s confidential spec
into a public AI tool — it’s irreversible.”

§ Appendix B · Section 42 decoded — a real CII tender, clause by clause

The de-identified cyber section (17 subsections) of a real, recently-awarded Singapore rail-sector CII tender. This is the worked-
example spine of the whole manual — the picture of exactly what a CII cascade looks like when it lands on a building-services
contractor. Read the teaching version across Modules 2, 3, 4 and 7. The clause numbers and generic requirement text are real; the
authority, contract and line are removed, and the tender’s own internal documents are rendered generically.

§ What the clause requires (gist) Pillar(s) Plain
meaning

Honest posture Sales line

42.1 General Comply with the client’s security policy; design
on open standards (IEC 62443, CENELEC
50701); keep client info confidential; contractor
solely responsible for security adequacy; works
must not degrade
availability/performance/integrity/confidentiality.

All /
governance

“Build to a
recognised
standard,
own the
result, and
don’t break
anything
that runs

Comply “We design to
IEC 62443
zone-and-
conduit from
day one —
security
adequacy is our
accountability,
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§ What the clause requires (gist) Pillar(s) Plain
meaning

Honest posture Sales line

the
building.”

not a box we
tick.”

42.2 Security
Standards

Comply with CCoP for CII + the client’s risk-
assessment methodology & incident framework
(issued after award); CCoP gap assessment
before handover; risk-assess every external
interface to the client’s Cybersecurity
Committee; harden to CIS Benchmarks/NSA;
prove with automated tools (CIS-CAT,
Tenable, Nessus); if a requirement can’t be met,
engage an independent consultant for an
alternative.

Network ·
Visibility ·
All

“Meet the
national CII
code and
the client’s
rules, prove
your
hardening
with tools
and reports,
and bring
an
independent
expert +
honest
alternative
where you
can’t
comply.”

Comply (with the
consultant/alternative
clause as the honest
hedge)

“We operate to
CCoP-grade
controls and
prove
hardening with
tool-generated
reports — and
where
something
can’t be met,
you get an
independent
assessment and
a stronger
alternative, not
silence.”

42.3 Security
Design

Document audit/logging/monitoring (tamper-
protected), firewall/NIDS/AV, independent
testing, controlled dev libraries; a security
checklist before Factory Acceptance Test per
server/device.

Applications
· Visibility

“Write
down how
it’s secured
and prove
each box is
built right
before it
ships.”

Comply “Every server
and device
ships with a
signed security
checklist —
secured by
design,
evidenced
before it leaves
the bench.”

42.4 Security
Consultant

Engage an independent consultant
(CISSP/GSEC/CISA/CRISC) + CREST for
VAPT; locally based; not the build team; submit
CVs/certs; deliver eight named documents
(Cybersecurity Plan, Design, Risk Assessment +
Register, V&V Plan/Reports, VAPT
Plan/Reports, CCoP Gap Assessment).

Assurance /
governance

“An outside
expert —
not the
people who
built it —
checks the
security and
signs off.”

Comply “Your security
is validated by
an independent
CREST tester,
separate from
our build team
— third-party
assurance, not
our word.”

42.5
Authentication

Unique IDs; change defaults; min 12 characters
(clause literally reads “eight (12)” — a drafting
slip to Clarify); no reuse of last 3; lockout on
failed attempts; salted one-way hashing; first-
login change; 90-day expiry / 14-day warning;
session timeout; 2FA for all privileged
accounts.

Identity “Strong,
unique,
expiring
passwords;
lock out
guessers;
never store
passwords
readable;
two factors
for the
powerful
accounts.”

Comply — and
Clarify the “eight
(12)” wording

“Privileged
access takes
two factors,
passwords are
hashed and
rotated, and
accounts lock
on attack —
the Identity
pillar, written
into the
contract.”

42.6
Application

Full input validation; no hard-coded
passwords/keys; no secrets in clear text or logs;

Applications “The
software

Comply “The
application
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§ What the clause requires (gist) Pillar(s) Plain
meaning

Honest posture Sales line

Security secure coding; audit info sufficient to investigate. checks
what it’s
fed, hides
its secrets
properly,
and keeps a
usable
trail.”

validates every
input and keeps
its secrets out
of the code and
the logs —
secure by
construction.”

42.7 Network
Security

System shall not connect to the Internet —
air-gapped; authn/authz for all access;
dedicated control paths; logical segregation;
disable unused ports + port-security + IP
filtering; secure comms + file transfer; NIDS;
firewalls between subsystems (only authorised
protocols); a dedicated secured management
host.

Network “Keep the
control
network off
the internet
and walled
off from
everything
else; watch
it; only let
through
what’s
allowed.”

Comply “The control
network never
touches the
internet and
sits behind its
own firewalls
and intrusion
detection —
segmentation
taken to its
limit.”

42.8 Wi-Fi
Security

Wireless CIA; WPA2/3 Enterprise or better, no
known vulns; frequency-shifting + WIPS in
public areas; AP management encrypted +
authenticated.

Network “Any
wireless is
enterprise-
grade and
watched, so
the
airwaves
aren’t an
open door.”

Comply “Where
wireless is used
it’s enterprise-
encrypted with
intrusion
prevention —
the airwaves
aren’t a back-
door into your
building.”

42.9 System
Security

Latest / latest-minus-one software; patched +
tested before handover; anti-malware on
workstations/servers; USB control; IoC search
by hash; least privilege; remove
source/compilers from production; application
whitelisting; 2FA for privileged; full AV scan
before handover; patch at no cost for the whole
contract.

Devices (+
Identity)

“Keep
everything
current,
locked to
least
privilege,
allow-listed
and
scanned —
and keep
patching for
years.”

Comply — with
honest Not-comply
+ alternative for
field controllers that
can’t run agents
(segmentation +
monitoring +
whitelisting)

“Workstations
are allow-
listed, USB-
controlled and
patched for the
life of the
contract; where
a controller
can’t run an
agent, we wrap
it in
segmentation
and monitoring
— and we say
so plainly.”

42.10
Database
Security

Only authorised accounts query; segregate
sysadmin from DBA; secure at rest; restrict
sensitive data; monitor + alert on
anomalous/bulk queries.

Data “Lock the
database to
the right
people, split
the keys,
and notice
if someone
tries to
siphon it.”

Comply “The data store
is access-
controlled,
duty-
segregated and
watched for
bulk-extraction
— your records
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§ What the clause requires (gist) Pillar(s) Plain
meaning

Honest posture Sales line

can’t quietly
walk out.”

42.11 Security
Assessment

The independent consultant assesses the
controls (correct, operating, effective) and runs
VAPT before commissioning; mitigating
controls where issues remain.

Assurance “An
outsider
proves the
controls
actually
work before
go-live.”

Comply “Before go-
live, an
independent
assessor
confirms every
control works
— not on trust,
on test.”

42.12
Vulnerability
Mgmt

Suppliers notify the contractor of vulnerabilities;
contractor informs the client; cooperate on
advisories; assist remediation at no cost.

Devices /
Visibility
(supply
chain)

“If a
weakness
turns up
anywhere
in the
chain,
everyone
gets told
and it gets
fixed.”

Comply “Vulnerabilities
flow up the
supply chain to
you and get
remediated —
no silence, no
surprise
invoices.”

42.13 Audit Client may audit any time (2 weeks’ notice);
contractor assists; assesses findings within 2
weeks + recommends closure; full cooperation at
no cost.

Assurance /
governance

“Be ready
to be
audited and
to close
findings
fast.”

Comply “You can audit
us any time —
we help, we
assess findings
in two weeks,
and we close
them.”

42.14 Security
Monitoring

SIEM, firewalls, anti-malware, IDS/IPS; audit
trail + logging; logs kept 12 months,
timestamped; logs protected from
access/modification/deletion; Sysmon where
feasible.

Visibility “Watch the
logs in real
time, keep
them a year,
and make
them
tamper-
proof.”

Comply “We don’t just
keep logs — a
SIEM watches
them, they’re
tamper-evident,
and they’re
there for a year
when you need
them.”

42.15 Backup
& Recovery

Secure backups of vital software/apps/data;
sensitive backups encrypted; recovery
mechanisms + procedures for failure.

Data /
resilience

“Keep
encrypted
copies you
can actually
restore
from.”

Comply “Your
building’s brain
is backed up,
encrypted and
restorable —
an incident is a
recovery, not a
rebuild.”
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§ What the clause requires (gist) Pillar(s) Plain
meaning

Honest posture Sales line

42.16 Patch
Management

Centralised patch management; justify any
decentralised approach; test patches in a test
environment first; report failures +
countermeasures.

Devices “Patch from
one
controlled
place, test
first, and
report
failures.”

Comply “Patches are
centrally
managed and
tested before
they touch the
live system —
current without
the risk of a
bad update.”

42.17
Cryptographic
Security

Define all crypto (symmetric/public-key/key
sizes/hash/MAC/signature), industry standards
only; countermeasures against known attacks +
key leakage; full key management
(generation→destruction); protect keys; recovery
on compromise; documentation + training.

Data / crypto “Use only
proven
encryption
and manage
the keys
properly for
their whole
life.”

Comply “Only industry-
standard
cryptography,
with key
management
documented
end-to-end —
the locks are
real and the
keys are
controlled.”

The teaching gems in Section 42 — the moments to call out when you use it:

The air-gap (42.7.1) is segmentation taken to its absolute end — the control network has no internet path. It is also the elegant
answer to the BACnet/Modbus “no authentication” problem: if the protocol can’t authenticate, make sure nothing untrusted can
ever reach the wire.

“Eight (12) characters” (42.5.1c) is a genuine drafting slip in a real, awarded tender — the word and the number disagree. The
lesson: read every clause precisely and Clarify the ambiguity; don’t blindly “Comply” to a contradiction.

The independent consultant (42.4, 42.11) is mandated to be an outside CREST/CISSP expert, not the build team — third-party
assurance turned into a sales asset (“you don’t take our word for it”).

“Issued after award” (42.2.1) — the client’s detailed methodology and incident framework arrive only after you win, so you
commit to a bar you can’t fully see, which is exactly why the honest “Comply, with an independent assessment and alternative
where needed” is the grown-up posture.

Eight named deliverable documents (42.4.6) — the paperwork is the posture made auditable, and Decision Survivability written
into a contract.

§ Appendix C · The 5 (+2) Pillars — quick card

The diagnostic question is the leader’s shield — ask it and watch an unprepared owner realise you know something they don’t. Teaching
version in Module 4.

Pillar Diagnostic
question

Building meaning Real incident 80/20 action Sales line

1 Identity “Who can
command the
building, and
can you name
them?”

Operator/integrator
logins, vendor remote-
access accounts, shared
logins, access cards.

Target 2013 —
stolen HVAC-
vendor remote
credential →
~40M cards.

MFA on all remote/enterprise
access; kill shared logins;
named, time-boxed vendor
access.

“Remote access is
per-engineer, MFA
and logged — you
always know who
touched your
plant.”

2 Devices “What % of
controllers run

DDC/JACE/lift
controllers, NVRs, IoT
— long lifecycles, often

Verkada 2021 —
~150,000 cameras

Asset register with firmware +
support status; change default

“We hand over a
live asset register
— every
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Pillar Diagnostic
question

Building meaning Real incident 80/20 action Sales line

software no one
patches?”

unpatchable, default
creds.

via one exposed
admin credential.

creds; compensating controls
where patching is impossible.

controller, its
firmware, its
support status.”

3 Network “How many
hops from the
lobby Wi-Fi to
the fire panel?”

Flat networks where
CCTV, BMS, lifts, tenant
IT & guest Wi-Fi all see
each other.

Target (the flat
network enabled
the pivot).

Segment BMS/life-
safety/CCTV/tenant/guest; a
monitored IT/OT gateway; no
flat networks.

“Your fire system
lives on its own
island — by
design, not by
hope.”

4
Applications

“Who is
remotely
connected to
this building
right now?”

The BMS software stack
(Niagara, Desigo,
Metasys, EBI) + vendor
remote-access tooling.

Oldsmar 2021 —
remote access
(TeamViewer) to
an OT HMI; a
111× chemical
change.

Vendor access via a recorded
jump host, time-limited, MFA —
no standing VPN.

“Our support
access is request-
based and
recorded — we
can show exactly
when we
connected and
what changed.”

5 Data “Would you
know if
someone
changed a
setpoint or a
fire sequence
by a fraction?”

Setpoints, schedules, fire
cause-and-effect
matrices, access rules,
lift parameters.

FrostyGoop 2024
— Modbus TCP
direct; 600+ flats
lost heat, no
exploit.

Config backups; setpoint/change
alerting; baseline comparison on
critical sequences.

“We baseline your
critical sequences
and alert on
change — a quiet
tamper won’t stay
quiet.”

6 Visibility
(+)

“Show me the
asset inventory.
When was it
last updated?”

Most buildings can’t list
their connected devices
— 20 years of trades, no
register.

(Same family —
you can’t defend
what you can’t
see.)

Passive asset discovery (active
scans crash old controllers);
keep the register live.

“Visibility is the
first deliverable,
not an afterthought
— most owners
have never seen
the full list.”

7
Automation
(+)

“What does the
building do on
its own, and
what waits for a
human?”

Automated responses
carry physical
consequences — an
auto-isolation could trip
smoke control or strand a
lift.

(Design lesson —
the Oldsmar
human-in-the-loop
save.)

AI/automation may advise and
alert; humans approve anything
that moves a life-safety actuator.

“We design the
human-in-the-loop
boundary with you
— fast where it’s
safe, a person
where it isn’t.”

§ Appendix D · The BMS incident record

Real, citable incidents — use these, not generic breaches. Do not add numbers, dates or other incidents beyond this record. Teaching
versions in Module 4 (and Module 5 for the AI cases).

Incident Year What happened Pillar / lesson

Target 2013 Entry via an HVAC/refrigeration vendor’s stolen remote-access
credentials → pivot across a flat network to POS. ~40M cards, ~70M
records, ~US$292M total cost.

Identity + Network. The building-
systems vendor was the front door.

Lappeenranta,
Finland

2016 DDoS knocked building heating controllers offline; residents lost heat
in winter.

Devices / availability. Building OT
exposed to the internet.

Verkada 2021 ~150,000 security cameras (incl. building access) breached via one
exposed admin credential.

Identity + Devices. Building security
systems are IT systems.
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Incident Year What happened Pillar / lesson

Oldsmar Water 2021 Remote access (TeamViewer) to an OT HMI; attacker attempted a 111×
chemical change; a watching operator reversed it.

Applications. Unwatched remote
access = a hand on the controls.

FrostyGoop 2024 First ICS malware to use Modbus TCP directly; 600+ apartments lost
heat 2 days, sub-zero. No exploit — Modbus trusts whoever speaks it.

Data / Network. Building protocols
trust whoever speaks them.

Samsung /
ChatGPT leak

2023 Engineers pasted confidential source/data into a consumer AI tool; it left
the company’s control, irreversibly.

(Day 2) Shadow AI — the
irreversible leak. Never put client IP
in a consumer tool.

Air Canada
chatbot

2024 The airline’s chatbot invented a refund policy; a tribunal held the airline
to it.

(Day 2) Eloquence Trap — an AI-
fabricated claim becomes your
commitment.

§ Appendix E · The 80/20 — the vital few to lead with

If you could fix only five things in a building, these are the five. Teaching version in Module 4.7; use them as your confident opening for
any building, spec unseen.

# Control Why it’s vital Sales headline

1 Asset inventory / visibility Can’t protect a building you can’t see. “We start by showing you everything that’s
connected.”

2 IT/OT + life-safety segmentation Keep tenant/guest/CCTV away from fire &
lifts.

“Life-safety on its own island.”

3 Vendor remote-access control The #1 building attack path (Target,
Oldsmar).

“Recorded, request-based support — no standing
back-door.”

4 Fire/life-safety isolation Protect the last barrier. “Your last line of defence is physically separated.”

5 Manual / degraded-mode
operation

Can the building run if the BMS is down? “If the digital brain is offline, your building still runs
safely.”

§ Appendix F · CCoP — the full clause map + remote-access options

The deep reference behind Module 2. The Cybersecurity Code of Practice for CII — 2nd Edition, Revision One is the legally
binding minimum for CII owners (CIIOs), issued by CSA under the Cybersecurity Act 2018 — roughly 220 clauses across eleven
sections. A water plant, hospital or data-hall client is a CIIO; because they cannot delegate their accountability (clause 3.8.1), they push
these controls onto your scope by contract. (Full client-facing version: the “CCoP & Remote Access Field Advisory”.)

The eleven sections. 1 Preliminary · 2 Audit · 3 Governance · 4 Identification · 5 Protection (17 sub-clauses — the big one) · 6
Detection · 7 Response & Recovery · 8 Cyber Resiliency · 9 Training & Awareness · 10 OT Security · 11 Domain-specific.

The clauses that land on the BMS vendor — what you must be able to answer:

Clause What it asks Your BMS answer

3.4 / 3.5 Security-by-design
& principles

Build security in from design; defence-in-depth, least
privilege, segregation of duties

A hardened, segmentation-ready design from day one
— shown, not claimed

3.8 Outsourcing / vendor
mgmt

Contract stipulates your access, obligations, and the
owner’s right to audit you

Expect access-type + incident-reporting + audit terms;
be ready to be audited

4.1 Asset management A complete, current inventory of every device +
firmware + support status

Your first deliverable — a live asset register
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Clause What it asks Your BMS answer

5.1 Access control Restrict access; 5.1.3 — vendor access on-site,
supervised, pre-approved; session timeout

On-site by default (see remote access below)

5.2 / 5.3 Accounts &
privileged access

Least privilege, no shared logins, MFA for admin from
a hardened environment

Per-person accounts, MFA on admin, no leftover
installer logins

5.5 / 5.6 Segmentation &
network security

Segment by risk; minimum inter-segment traffic; one-
way where possible

BMS on its own OT segment; justify every external
link

5.7 Remote connection Disabled unless needed; MFA; secured intermediary;
integrity; min flow

The headline — see below

5.9 / 5.10 Hardening &
patching

Remove defaults; patchable; supported firmware Every factory password changed pre-handover; EOL
kit flagged

6.1 Logging Log security events incl. remote connections BMS emits logs the SOC can ingest

8.1 Backup Restorable backups of critical config/setpoints, change-
monitored

Baseline sequences, alert on change

10.2 OT architecture One-way OT→enterprise; separate OT/enterprise
credentials; fail-safes

One-way telemetry out; distinct OT logins; safe state
on anomaly

10.3 / 10.4 Secure coding &
field controllers

Firmware & code integrity; interlocks; validated inputs;
no rogue writes; monitored baselines

Your DDC/PLC programming is named here —
integrity, interlocks, no unauthorised writes

Remote access — the misread one. The default is not remote. Clause 5.1.3: all vendor access to a CII shall be documented, pre-
approved, supervised, and performed on-site. Remote is the exception the owner must specifically permit — and when they do, the full
5.7.2 stack applies: disabled-unless-needed, MFA, strong encryption through a secured jump/bastion host, transmission integrity,
malware-scanned uploads, minimum data flow; plus privileged access from a hardened environment (5.3.1) and telemetry out on a
one-way path — a data diode (5.6.2b / 10.2.1).

The options ladder — priced by driver, not guess:

Tier 0 · On-site only + one-way telemetry — the CCoP default; lowest cyber risk & kit, highest opex (truck rolls).

Tier 1 · Ride the owner’s broker — request-based via their existing remote-access rig; best value on a built-out site.

Tier 2 · ME-supplied hardened jump host — MFA + session logging; capex + integration one-time, modest opex.

Tier 3 · PAM + session recording — credential vaulting, just-in-time, full recording; usually an owner-owned platform licence.

Tier 4 · Full DMZ + data-diode + SOC — the gold-standard plant build; overwhelmingly the owner’s / system-integrator’s scope,
not yours.

The scope line to hold: most of the heavy infrastructure — the diode, the DMZ, the firewalls, the SOC, the remote-access broker — is
the owner’s or SI’s to build. Your slice is a hardened, segmentation-ready BMS with secure controller programming, an asset register,
restorable backups, and logs the SOC can use. Saying yes to “can you do all this?” and pricing the whole CII stack into a BMS bid is
how a bid gets mis-scoped.

§ Appendix G · Field notes — the war-stories and practitioner angles behind Day 1

The illustrations used to teach Day 1 live, gathered here as content. These are teaching stories and practitioner angles, not the citable
BMS-incident record — that is Appendix D, which stays as-is. Several of these are non-BMS; use them to build intuition. Verified items
carry a source-checked fact; illustrative items are practitioner anecdotes — use them as colour, and verify a specific number before
putting it in front of a client.

G.1 · Module 1 — IT/OT, CIA, SRP, Crown Jewels, degraded-mode

Rose/Bud/Thorn — the opening reframe. A design-thinking retrospective sorts things into Rose (already good), Bud
(improvable), Thorn (hard/painful). Most owners file cyber under Thorn — an eyesore, a cost centre, a compliance chore. The
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move: cyber is no longer a Thorn, it is a requirement, not a choice — so reframe it to a Rose, the thing that makes the client trust
you: “because we understand this and know how to run your systems safely, you should trust us more,” not “here’s an annoying list
of specs.”

The security-key analogy (IT vs OT stakes). “I carry a hardware key; lose it and I lose access to everything — an inconvenience
I accept for higher security. But in a building, losing access can cost life or limb. IT people will happily wipe or throw things away;
in OT, being locked out of the wrong system is the emergency.” The trade-off between security and access is inverted in OT.

“Cyber-physical” (psychophysical) impact. An OT compromise has physical consequences: lose control of the HVAC and it can
crank heat or cold until equipment fails or people are harmed. The damage is in steel, air and water — not a spreadsheet.

Stuxnet — the integrity story (2010, verified). Widely attributed to a joint US-Israeli operation, Stuxnet targeted the centrifuges
at Iran’s Natanz enrichment plant: it drove them outside their safe operating range while the operator screens kept showing
normal readings, damaging roughly a thousand centrifuges. Two lessons: this is what an integrity failure looks like (a lie on the
screen while the plant destroys itself), and Natanz was air-gapped — Stuxnet crossed the gap on a USB drive, the canonical proof
that an air gap is not magic.

Steven Sim / PSA — the jump host for un-patchable OT (attributable). Steven Sim, PSA International’s group cyber lead, has
described keeping a legacy Windows box that the equipment requires, isolated behind a hardened jump host so it keeps working
while the only path to it is one monitored, defended door. The pattern for any device you cannot patch.

Assume-breach → degraded-mode. In national-scale OT the working assumption is that determined state actors may already be
present (“there is no 100% secure”). So the design question isn’t only “keep them out” but “can I cut the connection and still run
safely?” — which is exactly what set-points / fail-safe states provide: a controller holds a defined safe value (or falls to a safe
state) if the BMS drops, so isolating a compromised head-end is a recovery, not a shutdown.

NTUC Centre power-out (current, local). A whole building lost power for a day with no backup — data centre down, no Wi-Fi,
everyone sent to work from home. A live example of a building with no degraded-mode / reliability design, and what the
productivity loss actually looks like.

G.2 · Module 2 — CCoP, IEC 62443, the cost of compliance

Profile the client — don’t throw the kitchen sink. CCoP looks like everything because it is essentially IEC 62443 adopted as a
mandatory baseline. The value-add is scoping to the client’s real threat profile: match the target Security Level (SL1–SL4) to
consequence — a water plant might be SL3, a nation-state target SL4 — and secure the critical zones properly instead of gold-
plating the trivial. “A bank can be breached through its BMS” is the line that sets the profile.

EDR procurement reality — CrowdStrike vs Carbon Black. CrowdStrike is excellent but roughly US$150 per device per year
and cloud-based, so it often cannot run in an air-gapped OT environment — which is why teams reach for an on-prem-capable
EDR (e.g. Carbon Black) instead. A concrete answer when a client asks “which EDR for our OT?”

The 24×7 SOC cost — and the resident-engineer alternative. CCoP’s detect-and-respond duty implies round-the-clock
monitoring, and a genuine 24×7 SOC needs ~6 people — expensive. A resident-engineer arrangement is the common way to meet
the intent without standing up a full in-house SOC.

Cyber insurance audits against IEC 62443. Insurers now price on controls and audit them before writing or renewing — a
control driver (and a non-CII hook) that arrives from the insurance side, not the regulator.

“Attackers clock off at 5pm” (illustrative). Even resourced criminal crews often run like salaried 9-to-5 shops — useful colour
for the SL2/SL3 discussion about who you’re defending against and how much effort they’ll spend.

Aramco / Shamoon — the SL4 recovery cost (2012, verified). The Shamoon wiper (entry via a spear-phishing click) destroyed
roughly 30,000 Aramco workstations; to recover, Aramco bought up much of the world’s hard-drive supply, briefly raising
global prices. The point for profiling: a nation-state-grade hit’s recovery cost is enormous. (It struck corporate Windows desktops,
not the production OT directly — itself worth noting.)

G.3 · Module 3 — the terms, and the stories that carry them

SIM-swap → why SMS-OTP is weak. An attacker ports your number to their own SIM (via the telco) and receives your one-time
codes, so SMS OTP is the weakest form of MFA; prefer an authenticator app, a token, or a hardware key.

VPN — full vs split tunnel. A full tunnel routes the whole machine through the corporate network; a split tunnel sends only
corporate traffic down the tunnel and lets everything else use the normal internet. Same jump-host logic: force the sensitive traffic
down one controlled channel.
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Air-gap ⊥ remote access. The moment you add a remote path, it is no longer air-gapped — “those two words can’t come
together.” CCoP treats air-gapped and connected as two different requirement sets; pick the lane. Internal remote access (within
the OT network — e.g. remoting between substations to patch firmware) is fine; it is external-in that breaks the gap.

Whitelist-router = live asset inventory + segmentation + a liability flip. A router that admits only whitelisted devices is your
asset inventory and your segmentation, and it flags every rogue device for monitoring. It also shifts accountability: if you hand the
client a whitelist and they break it against your written recommendation, the resulting exposure is on them, not you.

Authentication → Mandiant (illustrative). In an incident described by Mandiant (Google’s incident-response arm), a single
leaked IT-admin credential let an attacker control every machine in the company via the domain server. “If I have your
authentication, I am you in that environment.”

MFA → Google security keys (2017, verified). After Google made hardware security keys mandatory for its ~85,000 staff in
2017, it reported zero confirmed phishing account-takeovers since. The clean proof that a strong second factor works. (Distinct
from Operation Aurora — the 2009–10 Chinese-APT espionage hit on Google; don’t quote a “94%” figure, it isn’t substantiated.)

Default credentials → McDonald’s McHire (2025, verified). The McHire hiring chatbot (Paradox.ai’s “Olivia”) had a dormant
test admin account with password “123456”, plus an IDOR flaw, exposing up to ~64 million applicant chat records (Paradox
disputes the “applicants” wording). A basic-hygiene failure — default credentials — not an AI failure.

Segmentation → the casino fish-tank (≈2017, verified). An internet-connected fish-tank thermometer in a North American
casino became the pivot to exfiltrate a high-roller database — the flat-network lesson in one image.

Air-gap done wrong → SingHealth (2018, verified). The patient database sat protected behind a firewall, but a single open
connection between the exposed hospital Citrix servers and the protected database let a state actor (in via a phished workstation
and a weak Citrix admin password) pivot straight in — 1.5 million patients, including the PM. Segmentation is only as strong as its
weakest bridged link.

Data diode → CAAS-NTU (illustrative). A properly-designed one-way diode did most of the compliance work — the schematic
alone satisfied the review — and avoided an expensive next-gen firewall on that path, because a diode needs no deep packet
inspection.

Micro-segmentation → Marina Bay Sands (illustrative). On MBS guest Wi-Fi you can’t scan any other IP — every device is
isolated to itself. Micro-segmentation done right.

DDoS → Black Hat printers (illustrative). Even a security conference left its ticket printers un-segmented; someone on the Wi-Fi
found the print service and DDoS’d it offline for half a day.

G.4 · Illustrative practitioner anecdotes (teaching colour only — verify before client use)

Pentester friend / solar plant — public website → jump host → all the way down to a panel sensor: a vulnerability at every hop
when nothing is segmented (the defence-in-depth argument).

Pharma manufacturer — a segmentation test found the receptionist’s desk could reach a PLC overseas on one flat segment.
Flat networks are the norm, not the exception.

AI coding tool as a SCADA layer — a firm wired a consumer AI tool in as its control layer; it exposed an API to the internet
and was hacked, with roughly a month of downtime. Shadow-AI in OT.

Vendor auto-update backdoor — a hardware vendor’s auto-update path became the way ransomware got in, more than once.
Vendor backdoors are supply-chain risk.

Pegasus / Khashoggi (verified, with caveats) — forensic reporting linked NSO’s Pegasus (a zero-click phone compromise,
including via WhatsApp) to the surveillance of Jamal Khashoggi’s wife and fiancée; NSO denies any role in his murder. Threat-
actor tiering: nation-state tools are targeted and expensive.

§ Glossary — every term used (A–Z)

Every cybersecurity, OT and AI term used in this manual — with the Pillar it belongs to (Identity · Devices · Network · Applications ·
Data · +Visibility · +Automation) or its type (Threat · Framework/Governance · Cert · AI · Method), and how it actually works. The
Babel Fish table (Appendix A) adds the “say it to the owner” sales angle.
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Term Pillar How it works (mechanism)

80/20 — the vital few Method The Pareto heuristic applied to controls — rank interventions by risk-reduction-per-effort and act on
the short head (asset inventory, IT/OT + life-safety segmentation, vendor-access control, isolation,
degraded-mode) before the long tail.

98/2 split AI A division-of-labour model: the deterministic, rule-expressible ~98% (reading, sorting, drafting,
computation) is delegated to the machine; the ~2% needing accountable judgement (commitments,
sign-off) is retained by the human, and in a harness the 98% is enforced by code, not the model.

Agent / agentic AI AI An LLM wrapped in a control loop with tools — it plans, calls a tool (search, file read, code),
observes the result, and iterates until a goal is met; handles large corpora by retrieving relevant
chunks on demand instead of holding everything in context.

Air-gapped Network No network interface bridges the system to any other — no cable, Wi-Fi or shared device — so no
route exists for packets to traverse; data crosses only by manual, controlled media transfer.

Anchors Method A single-source-of-truth pattern: each standard posture is authored once in a library and referenced by
ID from every proposal, so updating the source propagates everywhere — a variable, not hard-coded
copies.

Application whitelisting Devices The OS is configured with an explicit allow-list of permitted executables (by hash/path/signer); the
loader checks each program at launch and blocks anything not listed (default-deny), so unapproved
code cannot execute even if delivered.

ARCH AI An agent’s execution cycle — Action (do the atomic step), Reasoning (expose the why), Contextual-
check (validate against ground truth + policy), Horizon (decide hand-off/next) — enforced by the
harness; in a bare chat there’s no agent, so the human performs each step.

Asset inventory Visibility A register built by discovery — passive network sniffing/fingerprinting (active scans can crash fragile
OT devices) — recording each device’s identity, firmware and support status and kept current by
change-detection; it is the data source every other control depends on.

Attack surface Threat The set of all reachable entry points — exposed services/ports, accounts, interfaces, remote paths,
removable media — each an input an attacker can probe; closing exposures shrinks it.

Attack vector Threat The specific technique/path used for initial access — a phishing macro, an exposed RDP/VPN, a
USB payload, an unpatched service — the “how they got in” as opposed to the target.

Audit Governance An independent, evidence-based examination: the auditor tests each control against its requirement
using logs, configs and samples and records pass/fail, so a claimed-but-absent control is exposed.

Authentication Identity Verifying a claimed identity by checking a supplied factor (secret, key, biometric) against a stored
reference (a password hash, a public key, a template); on match it establishes who you are, which
authorisation then uses.

Babel Fish Method A three-step translation routine — name the term, state its literal function, restate that function as a
building-safety outcome the owner cares about — converting jargon to a benefit without losing
accuracy.

Backup / configuration
backup

Data A point-in-time copy of critical config/sequences stored separately; integrity is checked by comparing
the live config against the stored baseline (change-detection), and recovery restores the baseline over
a tampered or lost config.

BACnet / Modbus /
KNX / LonWorks

Network Building/industrial fieldbus protocols carrying object reads/writes (BACnet objects, Modbus
registers) over IP or serial; designed for closed networks, most carry no authentication or encryption
in the base protocol, so any node on the wire can issue commands.

BCA Governance Singapore’s Building & Construction Authority — the statutory body setting building/Green Mark
regulations; cited as the regulatory hook (not a cyber control) when a client isn’t CII.

BMS / BAS Method Building Management System — a supervisory head-end (SCADA software) networked to field
controllers (DDC/PLC) that read sensors and drive actuators on a scan loop, automating HVAC,
lighting, lifts, fire and access.
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Term Pillar How it works (mechanism)

Botnet Threat Malware infects many hosts and connects each to a command-and-control server/peer network; the
operator issues one command all bots execute in unison — a coordinated DDoS or spam run.

CAGE AI A prompt-construction schema supplying the four inputs that constrain a model’s output distribution
— Context (facts/situation), Align (make it echo its plan for approval), Goals (success criteria + hard
constraints), Examples (one/few-shot shape) — narrowing the model toward your answer.

CCoP Governance A legal instrument issued by CSA under the Cybersecurity Act binding CII owners to ~220 auditable
clauses; its enforcement mechanism is the owner passing the clauses into vendor contracts and being
audited against them.

CENELEC 50701 Governance The European standard (EN 50701) specifying cybersecurity for railway systems; it adapts IEC
62443’s zones/conduits and Security Levels to rail signalling and rolling stock.

Certificate / PKI Identity Asymmetric cryptography — an entity holds a public/private key pair; a Certificate Authority signs a
certificate binding the public key to an identity; a verifier trusts it by validating the CA’s signature up
a chain to a trusted root, then uses the public key to encrypt to, or verify signatures from, that entity.

CII Governance A legal designation (Cybersecurity Act s.7) applied to a system necessary for an essential service;
designation is the trigger that imposes CCoP duties on the owner.

CIS Benchmark / CIS-
CAT

Devices The Benchmark is a consensus list of secure-configuration settings per platform; CIS-CAT reads the
live configuration and scores it against the benchmark, giving a pass/fail per setting and an overall
percentage.

CISSP / CISA / CRISC /
GSEC

Cert Individual certifications earned by exam (and experience) attesting competence in security
management (CISSP), audit (CISA), risk (CRISC) or hands-on technical security (GSEC).

Compensating control Method Where a required control is technically impossible on an asset, alternative controls that reduce the
same risk to an equivalent level are put in place and documented (no AV on a DDC → segmentation
+ monitoring + application whitelisting).

Context window AI The fixed maximum number of tokens a model can attend to in one pass (input + output); text beyond
it is truncated or must be summarised/retrieved — why long tenders use a Project (persistent
reference) or a retrieval agent.

Credential Identity The data an entity presents to authenticate — a password, private key, API token or certificate; the
system compares it (or a derived hash) against a stored reference to verify identity.

CREST Cert An accreditation body that assesses and certifies penetration-testing and incident-response
firms/testers against a defined standard; “CREST-approved” means the provider passed that
assessment.

Crown Jewels Method A prioritisation method — identify the few assets whose compromise is catastrophic (fire/smoke
control, life-safety logic, head-end, remote-access layer) and concentrate controls there rather than
spreading effort evenly.

CSA Governance Singapore’s Cyber Security Agency — the statutory authority that issues CCoP, designates CII and
enforces the Cybersecurity Act; the source of a CII client’s obligations.

CVE Threat A standardised identifier (CVE-YYYY-NNNNN) assigned by a numbering authority to one specific
publicly-disclosed vulnerability, so tools, advisories and patches reference the same flaw
unambiguously.

Data at rest / in transit Data Two states with different protections — at rest = stored on disk/DB, protected by storage/DB
encryption keyed to the system; in transit = moving over a network, protected by a transport protocol
(TLS/IPsec) that encrypts the channel packet-by-packet.

Data diode Network A physical one-way link — a fibre transmitter on the source and a receiver on the destination, with no
reverse transmitter fitted — so light propagates only source→destination; there is no hardware path
for a return signal, making inbound traffic physically impossible.
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Term Pillar How it works (mechanism)

DDC (Direct Digital
Controller)

Devices A microcontroller running a fixed control program on a scan loop (read sensor inputs → compute
PID/logic → drive actuator outputs) for one plant item; resource-constrained and long-lived, so it
can’t host an AV agent and is rarely patched.

DDoS Threat A botnet directs overwhelming volume at a target — bandwidth floods, SYN floods that exhaust the
connection table, or reflection/amplification (spoofed queries to open servers that reply larger to the
victim) — saturating a resource so legitimate traffic is dropped.

Decision Survivability Method A stress-test applied to a claim/decision before committing — reconstruct its evidence and reasoning
and ask whether it would withstand scrutiny after a failure or audit; if it rests only on confident
wording, reject it.

Default credentials Identity The factory-set username/password shipped in a device’s firmware, identical across units and
published in manuals; until changed, anyone who knows the default authenticates successfully.

Defence-in-depth Method Independent, overlapping control layers (perimeter, segmentation, host hardening, authentication,
monitoring) arranged so bypassing one still leaves others in the attacker’s path — no single point of
failure grants full access.

Degraded-mode /
manual operation

Automation Engineered fallback — local controllers and manual overrides keep plant running to a safe/limited
state when the supervisory BMS is isolated or offline, so removing a compromised head-end doesn’t
lose control of life-safety systems.

DMZ Network A perimeter subnet placed between two firewalls (or firewall interfaces); internet-facing/brokered
services (proxy, jump host) live there, and neither the outside nor the trusted core connects directly —
only via the DMZ hosts under firewall rules.

EDR (endpoint
detection & response)

Devices An agent instruments the OS (hooks/ETW/eBPF) to record process, file, registry and network events,
ships them to an engine that detects malicious behaviour (injection, credential theft, anomalous
process chains) rather than file signatures, and can quarantine the host or kill processes on detection.

Eloquence Trap Threat A cognitive failure mode — an LLM emits fluent, confident prose regardless of correctness, and
reviewers use fluency as a proxy for accuracy, so a well-worded wrong answer passes; countered by
verifying claims independently of their polish.

Encryption Data A cipher applies a reversible mathematical transform to plaintext under a key — symmetric (AES:
one shared key, fast, for bulk data) or asymmetric (RSA/ECC: a public key encrypts, only the private
key decrypts) — such that recovering plaintext without the key is computationally infeasible.

Endpoint Devices Any networked device that executes software and terminates a connection — server, workstation,
HMI, controller; each runs an OS/firmware that can be exploited, so each is inventoried, hardened
and monitored.

Exploit Threat Code or a technique that triggers a specific vulnerability (an overflow, injection or logic flaw) to
make the target do something unintended — run the attacker’s code, escalate privilege, or bypass a
check.

Fail-safe Applications Control logic and actuator defaults engineered so that on fault or power/comms loss the equipment
moves to a defined safe state (valve fails closed, brake fails on) rather than an unknown or dangerous
one.

Field controller Devices The industrial computer (PLC/RTU/DDC) at the process edge running a deterministic scan-loop
program that reads I/O and drives actuators; minimal OS and weak/no built-in auth, so §10 mandates
integrity checks and hardening.

Firewall Network A policy-enforcement point on a network boundary that inspects each packet (and, if stateful, its
connection state; if next-gen, its application/payload) against an ordered rule list matching
source/dest IP, port and protocol, and permits or drops on first match.



Page 36 of 41BMS Cyber-Sales Field Manual · Day 1

Term Pillar How it works (mechanism)

Flat network Network A single broadcast/routing domain with no internal segmentation, so every host can address every
other at Layer 2/3; an attacker with any foothold can reach all devices, including controllers, without
crossing a control point.

Guardrail AI A constraint enforced around a model — an instruction, an output filter/validator, or a policy check in
the harness — that blocks or flags disallowed actions/content (never send, must cite a source) before
the output is used.

Hallucination Threat A structural property of LLMs: they generate the most probable next token given context with no
grounding in a truth store, so where the training distribution is thin they emit plausible but fabricated
facts stated as confidently as correct ones.

Hardening Devices Reducing an asset’s attack surface by reconfiguring it to a secure baseline — disabling unused
services/ports, removing default accounts, enforcing least-privilege permissions, patching —
measured against a benchmark (CIS) and evidenced by a scan report.

Historian Data A time-series database that samples and stores process tags (setpoints, alarms, trends) at intervals;
queried for analytics and forensics, it is the record of what the plant did — operationally valuable and
a target.

HMI (human-machine
interface)

Devices The operator’s graphical console — software on a PC/panel that reads live values from and issues
commands to controllers via the control protocol; a general-purpose computer, so an exposed HMI is
a direct command path to the process (Oldsmar).

Human-in-the-loop Automation A control-flow gate inserted before any consequential action — the automated/AI system produces a
proposal and halts; the action executes only after an authorised human explicitly approves — placing
accountability at the decision point by design.

IDS / IPS Visibility Sensors that inspect traffic/host events against signatures (byte/pattern matches) and/or anomaly
baselines; an IDS is passive and alerts on a match, an IPS sits inline and drops/blocks the matching
traffic in real time.

IEC 62443 Governance The international OT-security standard series; its core mechanism is partitioning a system into
security zones connected only by defined conduits, each assigned a Security Level target that dictates
the required controls.

Incident response (IR) Automation A defined lifecycle — prepare, detect, contain, eradicate, recover, learn — run by a named team
against pre-written playbooks and thresholds, so a breach triggers rehearsed actions and evidence
preservation rather than ad-hoc reaction.

Input validation Applications Before acting on any received value/command, the controller checks it against expected type, range
and format and rejects/clamps out-of-range writes, so a malformed or malicious command (a 111×
dose setpoint) is refused, not executed.

Insider threat Threat Misuse of legitimate, already-granted access by someone inside the trust boundary; no perimeter is
crossed, so it’s countered by least-privilege, segregation of duties, supervision and logging rather than
by keeping attackers out.

Interlock Applications Hard logic in the controller making one action conditional on the safe state of others (a compressor
start blocked unless flow/pressure permissives are met); it prevents an unsafe sequence regardless of
the command issued.

IoC (indicator of
compromise)

Visibility A concrete artefact evidencing an intrusion — a malicious IP/domain, a file hash, a registry key, a
mutex; detection tools match observed activity against IoC feeds to identify known-bad presence.

ISO 27001 Governance A certifiable standard for an Information Security Management System — the organisation
implements a risk-driven control set (Annex A) plus a Plan-Do-Check-Act management cycle,
audited by a certification body.
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Term Pillar How it works (mechanism)

IT / OT Method Two computing domains with inverted priorities — IT optimises confidentiality/integrity of data and
tolerates downtime; OT controls physical processes and prioritises safety and availability — so
“security” means different things in each.

IT/OT boundary Network The single controlled interconnect (a firewalled gateway, often with a diode or broker) between the
corporate IT network and the OT/control network; traffic is restricted to the minimum and made one-
way where possible, so an IT compromise can’t route into plant.

JACE Devices A Tridium Niagara controller/gateway running the Niagara framework (a JVM) to supervise field
devices and normalise multiple protocols to a common object model; a networked computer,
hardened and patched like any endpoint.

Jump host / bastion Identity A single hardened gateway that terminates all inbound admin/remote sessions — operators
authenticate to it (with MFA) and it proxies onward to targets while recording the session; there is no
direct network path from outside to the protected devices except through it.

Lateral movement Threat A post-foothold technique — the attacker uses harvested credentials, trust relationships or exploits to
hop from the compromised host to others toward the goal; segmentation and least-privilege exist to
break these hops.

Least privilege Identity Each identity is granted the minimum permissions its function needs and no more; the access-control
system enforces this per request, so a compromised account can act only within its narrow grant,
limiting blast radius.

LLM (large language
model)

AI A neural network trained to predict the next token over huge text corpora; at inference it repeatedly
samples the most probable next token given the context, producing fluent output with no internal fact
database or notion of truth.

Malware Threat Code that executes on a victim system to perform unauthorised actions, categorised by
propagation/behaviour — virus (attaches to files), worm (self-propagates over the network), trojan
(masquerades), spyware, ransomware.

Man-in-the-middle Threat The attacker positions between two endpoints (via ARP/DNS spoofing, a rogue AP) so all traffic
routes through them, and reads or alters it in transit; defeated by TLS, which authenticates the far end
and detects tampering.

MFA / 2FA Identity Authentication requiring proof from two or more of the three independent factor categories —
knowledge (password/PIN), possession (a token/phone holding or generating a one-time value),
inherence (a biometric) — granting access only when factors from different categories verify
together.

Micro-segmentation Network Segmentation enforced at the individual workload/host level (host firewalls or an SDN policy fabric)
rather than at subnet boundaries, so each device carries its own allow-list and east-west traffic
between peers is default-denied.

Network segmentation Network The network is partitioned into zones (VLANs/subnets); a router or firewall at each inter-zone
boundary enforces an access-control list, forwarding only explicitly-permitted flows and dropping the
rest — so a compromise in one zone can’t traverse to another except through the controlled gateway.

NIDS Visibility A Network IDS on a span/tap of a segment, reconstructing and inspecting the traffic against
signatures/anomalies and emitting alerts to the SIEM — visibility on the wire without sitting inline.

NIST CSF Governance A voluntary framework organising security activity into five functions — Identify, Protect, Detect,
Respond, Recover — as a common taxonomy for assessing and communicating posture (distinct
from Ethan’s GOVERN-IDENTIFY-SECURE-VALIDATE).

NVR (network video
recorder)

Devices A networked appliance/server that ingests IP-camera streams and writes them to storage; a full
computer often shipped on default credentials and rarely patched (Verkada), so it’s an endpoint to
inventory and harden.
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PAM (privileged access
management)

Identity Admin credentials are held in a vault and never handed to the user; when access is needed the broker
checks the secret out just-in-time, injects it into a proxied session, records the session, and rotates the
secret afterward — so privileged use is brokered, time-bound and auditable.

Patching / firmware Devices Applying the vendor’s updated code to replace vulnerable versions — the update overwrites the
flawed logic so a known exploit no longer works; done rarely in OT (uptime/warranty), so
unsupported kit is flagged and wrapped in compensating controls.

PDPA Governance Singapore’s Personal Data Protection Act — imposes obligations on handling personal data (consent,
protection, breach notification); a legal hook for security wherever a system holds personal data
(CCTV, access logs), even outside CII.

Penetration testing (pen
test)

Governance An authorised assessor emulates an attacker end-to-end — reconnaissance, exploitation, privilege
escalation, lateral movement — to demonstrate what a real adversary could actually achieve, proving
exploitability rather than just listing weaknesses.

Phishing Threat A social-engineering delivery — a forged/lookalike message induces the target to enter credentials on
a spoofed page or open a malicious attachment/link, capturing secrets or executing a payload under
the user’s identity.

Pillars, the 5 (+2) Method A classification scheme mapping every control/clause to one of seven categories — Identity, Devices,
Network, Applications, Data (the Zero-Trust five) plus Visibility and Automation (OT additions) —
each paired with a diagnostic question, giving fast triage of a spec.

PLC (programmable
logic controller)

Devices A ruggedised industrial computer executing a user program (ladder/ST/FBD) on a deterministic scan
cycle (read inputs → solve logic → write outputs) to control machinery; built for reliability,
historically without authentication, so a core §10 hardening target.

Posture Ledger Method A structured response artefact — each clause row records Posture (Comply/NC/Clarify/N/A) +
Rationale + Evidence + Anchor-ID, kept on the client’s own file — making every answer traceable,
consistent and audit-ready.

Postures (Comply / Not-
comply / Clarify / N/A)

Method A four-state decision per clause — meet it with evidence (Comply), can’t as written so offer an
alternative (Not-comply), it’s ambiguous/contradictory so query it (Clarify), or it doesn’t apply to
scope (N/A).

Prompt injection Threat Because an LLM concatenates trusted instructions and untrusted input into one flat context with no
privilege boundary, attacker-controlled text in the input (a document, web page, tender) is interpreted
as instructions and overrides the intended task.

PRP (parallel
redundancy protocol)

Network The device sends every frame simultaneously over two independent LANs; the receiver accepts the
first copy and discards the duplicate, so a break in either LAN causes zero switchover delay —
seamless network redundancy for control traffic.

Purdue model Network A reference architecture stratifying an OT network into levels (0 field devices → 4/5 enterprise) with
defined interfaces between them; it prescribes where zones and the IT/OT DMZ sit, and the Pillars
map onto its levels.

Ransomware Threat The malware enumerates files and encrypts each with a per-file symmetric key, wraps those keys with
the attacker’s public key, deletes shadow copies/backups, and drops a note — recovery needs the
attacker’s private key, withheld for payment.

RBAC (role-based
access control)

Identity Permissions are attached to roles, not users; users are assigned roles, and an access decision resolves
to whether any role the user holds carries the required permission — centralising and standardising
least-privilege.

Remote access Network Any session originating outside the network’s trust boundary into it; a direct conduit past the
perimeter, so CCoP disables it by default and, where permitted, forces it through an authenticated,
encrypted, logged, minimised path (MFA + jump host).

RIO (remote I/O) Devices Distributed input/output racks that digitise field sensor/actuator signals and exchange them with a
central controller over a fieldbus/network, extending a PLC’s I/O to remote locations without local
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logic.

RTU (remote terminal
unit)

Devices A field controller like a PLC but built for geographically-distributed telemetry (utilities) — it reads
local I/O and reports to, and accepts commands from, a SCADA master over long-haul comms.

Salted hashing Data A password is concatenated with a unique random salt and passed through a slow one-way hash
(bcrypt/Argon2); only the salt + digest are stored — the one-way function makes inversion infeasible,
and the per-user salt makes identical passwords hash differently, defeating precomputed rainbow
tables.

SCADA Applications Supervisory Control and Data Acquisition — head-end software that polls/receives data from
distributed controllers, presents it to operators (HMI), logs it (historian) and issues supervisory
commands; the application layer above the field controllers.

SCDF Governance Singapore Civil Defence Force — the authority setting fire/life-safety system requirements; a non-
cyber regulatory hook and a reason fire cause-and-effect logic is treated as crown-jewel.

Security Levels (SL1–
SL4)

Governance IEC 62443’s graded target-of-protection scale — SL1 (casual) → SL2 (intentional, low resources) →
SL3 (sophisticated) → SL4 (nation-state) — each level dictating a stronger required control set for a
zone.

Sensor / actuator Devices Purdue Level-0 field devices — a sensor transduces a physical quantity (temperature, pressure, flow)
into a signal the controller reads; an actuator converts a controller output into physical motion (valve,
damper, motor).

Setpoint / fire matrix Data The parameter values and cause-and-effect logic the plant executes — a target temperature, or the fire
matrix mapping each detector to the outputs it must trigger; the integrity of these values is what a
stealthy tamper attacks, so they’re baselined and change-alerted.

Shadow AI Threat Unsanctioned use of external AI outside IT governance — staff paste work data into consumer
models to save time, moving sensitive content outside the trust boundary (and potentially into
training data) with no logging or control.

Shared / generic
account

Identity One credential used by multiple people, so authentication can’t attribute actions to an individual and
the secret is widely known and rarely rotated; replaced by per-person named accounts to restore
accountability.

SIEM Visibility Security Information & Event Management — collectors ingest logs from across the estate, normalise
them to a common schema, and a correlation engine evaluates rules across events and time windows
to raise prioritised alerts, with tamper-evident retention.

SIS (safety
instrumented system)

Devices A separate, independent (SIL-rated) controller whose sole function is to detect hazardous conditions
and drive the process to a safe state — kept isolated from the basic control system so a BMS
compromise can’t disable the safety function.

SOC (Security
Operations Centre)

Visibility A staffed function that watches SIEM/EDR/IDS alerts around the clock, triages and investigates
them, and initiates incident response — the human + tooling layer turning telemetry into detection
and action.

Social engineering Threat Attacking the human decision process rather than a system — pretexting, authority/urgency cues,
tailgating, phishing — to induce a person to reveal a secret or take an action that bypasses technical
controls.

SRP (Safety ·
Reliability ·
Productivity)

Method The OT re-ordering of the CIA triad — because a building’s stakes are physical, the priority becomes
Safety, then Reliability (availability), then Productivity, replacing IT’s confidentiality-first default and
derived from what the architecture must protect.

SSO (single sign-on) Identity A central identity provider authenticates the user once and issues signed tokens/assertions
(SAML/OIDC) that downstream apps trust, so the user isn’t re-prompted per app; it concentrates
authentication (and the value of protecting it with MFA) at one point.
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Supply-chain attack Threat Compromise a trusted upstream — a vendor’s software update, a library, a maintenance link — so the
malicious change is distributed into the vendor’s customers via the trust they already extend; the
accountability cascade in reverse.

Sysmon Visibility A Windows driver/service that logs high-fidelity system events (process creation with hashes,
network connections, image loads, registry) to the event log, providing the raw telemetry an
EDR/SIEM correlates to detect intrusions.

Tenable / Nessus Visibility A vulnerability scanner that probes a host/network, fingerprints its software and configuration, and
matches findings against a CVE/plugin database to report known vulnerabilities and
misconfigurations with severities.

Threat actor Threat The adversary conducting an attack, classified by motivation/capability — cyber-criminal (financial),
insider, hacktivist, nation-state (APT); their resources and intent set the Security Level a defence
must target.

TLS / SSL Network Secures a channel via a handshake — the server presents an X.509 certificate (validated to a trusted
CA), the parties negotiate a cipher suite and derive a shared symmetric session key using asymmetric
key exchange (ECDHE), then encrypt all traffic with that key and integrity-protect it with a MAC.

Token (LLM) AI A tokenizer (e.g. byte-pair encoding) splits text into sub-word units, each mapped to an integer ID;
the model operates only on those IDs and their embeddings, never on characters — which is why it
can’t reliably count letters, spell, or do exact arithmetic.

Training data Data The corpus a model’s weights were fit to; consumer services may add your inputs to it, and because
information encoded into weights can’t be selectively removed, anything leaked into training is
effectively irreversible.

Translator Method A defined capability level (not full technical mastery) — enough literacy to commission work,
interrogate expert claims and challenge them; the interface role that makes infrastructure-level reality
legible to decision-makers.

VAPT Governance Vulnerability Assessment (breadth-first scan for known flaws) followed by Penetration Testing
(depth-first exploitation of the promising ones) — the two-phase service that both catalogues
weaknesses and proves which are actually exploitable.

VPN (virtual private
network)

Network Encapsulates (“tunnels”) IP packets inside an encrypted transport (IPsec/ESP or TLS) between two
endpoints, so the payload crosses the public network as ciphertext and is decrypted/de-encapsulated
at the far end — extending the trusted network remotely.

Vulnerability Threat A flaw in code, configuration or design (an unchecked input, a weak default, a logic gap) an attacker
can leverage to violate the system’s security; catalogued as CVEs and remediated by patching or
configuration change.

WIPS Network Wireless Intrusion Prevention System — radio sensors monitor the RF spectrum for rogue access
points, unauthorised clients and known Wi-Fi attacks, and actively de-authenticate/contain them,
protecting the wireless layer.

WPA2 / WPA3 Network Wi-Fi link-layer security — client and AP authenticate and derive a session key (WPA2 via the 4-way
handshake/PSK or 802.1X; WPA3 via SAE, which resists offline password cracking), then encrypt
the air interface so traffic can’t be sniffed or the network joined without the key.

Zero Trust Method An architecture that removes implicit network trust — every access request is authenticated,
authorised and continuously validated against identity, device posture and context before access is
granted, regardless of network location; implemented via segmentation + strong auth + least
privilege.

Zero-day Threat A vulnerability unknown to the vendor with no patch available, so signature/patch defences don’t yet
exist and attackers exploiting it face no fix — why behaviour-based detection and layered controls
matter.
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Zones & conduits Network IEC 62443’s structuring primitive — group assets of equal trust into a zone and permit inter-zone
traffic only through an explicitly-defined conduit with its own controls, turning “segment the
network” into named, governable interfaces.

End of the BMS Cyber-Sales Field Manual. Companion drills at bms.ethanseow.com. Practical Cyber × Apexagen.
The Practical Cyber Framework was created by Ethan Seow — ISACA Singapore’s 2023 Infosec Leader of the Year and ISC2’s 2023
APAC Rising Star.


